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http://www.secupi.com/

SecuPi Data Security Company

SecuPi, a pioneer in the Data Security Platform
market, ensures fast, scalable, and compliant
protection of sensitive data everywhere covering
the entire data security lifecycle
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Moving from a Fragmented to a Unified Al Data Security
Lifecycle Model

Disconnected tool sprawl, draining budgets & SecuPi unified platform, simple to maintain,

resources, failed audits while leaving blind cost savings, complete visibility & control
spots attackers exploit
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Zero Trust Maturity Model and NIST SP 800-207
ﬂ":’
Optimal state

> Enforce “need-to-know” access and 3
defence in-depth with FPE Encryption s

> Monitor in real-time all sensntive data
activity with tamper-proof auditing

> Discover and classify sensitive data

Al Agents, LLMs Application Service Privileged users
Training & Runtime Accounts/NHI (DevOps, 3@ Party, Offshore,



Al exposes the enterprise to unprecedented regulatory and
operational risk - focus on the EU Al Act

Governance Root Cause Business Risk

Al lacks No reliable, fine-grained or Compliance Failure: Inability to enforce
access control deterministic access controls and prove "Least Privilege" under

regulation such as the Al EU Act

Opaque Data Service account/non-human Uncontrolled Exfiltration: Massive volumes

Pipelines access (via MCP) create of Pll and IP ingested into LLMs with data
"backdoors” to sensitive data loss risk

Auditability Absence of tamper-proof, Forensic Liability: Inability to provide
Deficit end-to-end audit trail for Al verifiable audit trails during mandatory
data interactions external audits or litigation

“Through 2029, over 50% of attacks will exploit access control issues.”

How to Secure Custom-Built Al Agents, Dionisio Zumerle, 11 June 2025 Gartner



Al Sensitive Data Challenges

1. Regulatory friction
EU Al Act, GDPR, SOC2, SOX, and data residency friction blocks

Al adoption
2. Sprawl of Al Agents and Workflows equipped with unbounded

agent permissions

Al agents use NHI/service accounts inherited overly broad privileges

creating new threat vectors

3. Al agents pulls data from a source by ignoring its native access

controls



Data Security Platform for Al

Discovery & Classification

Discover your data
wherever it lives
Classify data based on
context and location




Data Security Platform for Al

Monitoring

Seamless monitoring of all
data repositories across
hybrid network (Cloud & On-
premise)

Multiple deployment options
(Agent, Agentless, proxy etc.)
User Behavior Analytics for
detecting hackers and
malicious insiders

SOC integration




Data Security Platform for Al

Access Control

o Attribute based access
control (location, intent,
time, context)

Centralized managed
policies , applied in real
time




Data Security Platform for Al

Enforcement

Protect the data at-rest
and in-use
De-identify with NIST

Standard Quantum-
resilient encryption
Mask, redact or block un-
authorized data-products
exposed to Al



SecuPi real-time user context observability
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Column, row and cell Level Access Control

i| 3% DEMO_DB (lill Canada Mexico C2) PUBLIC@DEMO_DB

: . . . Object level
<DEMO_DB (JACK USA C4)> Script-5 *<DEMO_DB (Jill Canada Mexico C2)> Script-2 X

HE

# SYSS_VIEW 262 X

=) Column level

EMAIL NAME STREET am C S1 DEPARTM .
dBmG_jcgUNVQL9@ejZ)hr. jE7 Hope Asher 3 329-5812-37; Angel Route 1517 Mexico City Mexico  Gold 685-89- LAn8ZK1gJ5 -

X9n7X4_CjBODbLsIFI@IZWkG.fyW' Audrey Prestor 1804-375 38-59¢ St. Pauls Road 8777 Mexico City Mexico  Silver 2 -873 z20inVkRp
EYGM7_KOUQaWqu@YvBIK.ZFK | Percy Jones  3570-3860-9695-65¢ Elystan Boulevard 97¢ Mexico City Mexico  Gold 73-93- z20InVkRp
: 6PFfR_381c127Fb@5Qn9).ZU3C | Joyce Mills 0850-4324-1553-24: Blackheath Avenue € Mexico City Mexico = Emplyee 6zEdRZQf rOf
mvvEu_uJC8cALuP@ITeca.DgJU | Aiden Owens 3628-7135-9630-51Z Paris Pass 462 Toronto Canada Silver IT
PqGO_6WgKc5zJRm@JS8OW.kL7S Fred Ramsey 5 36-92¢ Abbey Way 9 Mexico City Mexico  Silver 7 LAn8ZK1gJ5
AXa2i_D58p8xcteXpG@VYtfW.6bc Harry Bradsha 00 9-1199-06¢ Magnolia Avenue 347 Toronto Canada  Silver [ -119 eYFmbmi ; @
aZi_dVgFfw9Y5SNp@x4G8to.KnN  Tom Chapmar 5 Mariner Rue 59 Mexico City Mexico  Silver 829-66-858 LAn8ZK1gJ5
4vhh_bgbd1bTMMfq@SSREA.cmt Noah Shelton 30 736-7150-62¢ Westcott Grove 3061 Mexico City Mexico | Platinum 4pHQb6etjUZ
ySCX_AR8XitjD@najeeD.oNI Alan Lowe ) -0822-315 Berry Street 2213 Mexico City Mexico  Silver -53 H7NuT
YFhZJZ vtW8wj76V@mxMbfo.EIX  Marvin Mould 2173-4162- -52€ Cardinal Boulevard 19 Mexico City Mexico  Silver -319 6zEdRZQf rOf
RWErgAd, SIEKOJgYMDJ@y4kj¥.02 Anthony Stew: 5518-0725-0528-40¢ 346 Mexico City Mexico  Gold 3-288  z20lnVkRp Cell level

Tp9mlLnb_w2zNLRrBy@h3QyITJAt Michael Clark 5833 2-3772-524 Toronto Canada Gold 3-049 8qjt5 zku3KED
qfJO_MFHbrUMcF@EvHADIY.sjg Mike Plant 3 7681- - Mexico City Mexico  Silver ( LAn8ZK1gJ5
KrCaP_ApICtYHKSZ@avWqUED.Yx Susan Nicolas 7521-7237-4660-37€ Ellerslie Grove 5190  Mexico City Mexico  Silver

NDED_1c3MoXZGPT@fhnYv2.Uxv Brad Dunbar 647 -1601-57¢ Blean Way 893 Toronto Canada | Platinum

FLNtD_5UlfdbsxAc@Mulgn5).kTT Adalie Hammc 5810 37 )57 Dunton Alley Mexico City Mexico | Platinum 8qjt5 zku3KED

zOuP56_1TQD5ulK@n7W3Ya.XIN Alexia Owen 544-43 C Ave 9 Mexico City Mexico  Silver 349-0( H7NuT

sKylSbW_ik2WU7Qq1y@urxSrXE.F Carolyn Rehmi 2643-2393-7594-011 Boadicea Hill 4933  Toronto Canada Silver 790-19-040 4pHQbetjUZ




SecuPi classification and encryption example

Source text Tagged and encrypted with SecuPi

=.=Can vou confirm your full name? =|=[}('E|:'Z :Can you co]lnfirm your full name?

2 =_=Hy name is Tammy Alvare=z. & =!=Hy name is [PERSCON: :wdyuQ me2WbJy] .

= What is your spouse's name? 1 What is your spouse's name?

4 $ETheir name is Sarah Alvarez. 4 S$ETheir name is [PERSON::f£3zKe wPLvLOL].
5 I What is your date of birth? & I What is your date of birth?

& =FII: is 1976-06-16. & =FIL'. is [DATE TIME::5eCJ-Cv-ft].

=FCan yvou share your Social Security Number?
It is 260-56-5225.
What is your Taxpayer ID Number?
10 £=I1t is 260-56-5225.
=FDD you have your State ID Number?
S$Eves, It is DE6E0S307.
Please confirm your Driver License ID Numbker.
$=It is DE605307.
What is your Passport Number?
=1t is 364931974
Can you provide your current address?
Sure, It is 771 Alvarez Underpass &pt. 175
gESan Jose, CA 95152.
What is your mailing address?
|=FIt is 771 Alvarcz Underpass Apt. 175
gESan Jose, CA 95152.
I What is your primary telephone number?
It is 541-483-2605x205.
What is your email address?
=FIt is wheelercourtney@example.com.
Do you have an alternate phone number?
mYes, 541-483-2605x205.
What is your preferred commuanication method?
Text. Text.
31 Can you confirm your work phone number? Can you confirm your work phone number?

- mae amm memem _——— H - - mrrmaee e s e mmm s s

=FCan you share your [CRGANIZATION::Social Security] NHumber?
£Ic is [U5 S5SS5H::888-96-0600] .
What is your Taxpayer ID Number?
10 £1it is [US_SSNH::888-96-0600].
1 =!=I>|:| you have wour [ORGANIZATICN::S5tate] ID Number?
S%Eves, It is 53 586 032.
Please confirm your Driver License ID Number.
%=1t is 53 586 032.
What is your Passport Number?
|sEIt is [US_PASSPORT::583485217]
Can you provide your current address?
Sure, It is [ADDRESS::584 Edsfvgf Prrdfgwed Rd4Af. 584
SEFast Patriciafort, FM 96552].
What is yvour mailing address?
=1t is [ADDRESS::584 Edsfvgf Ptrdfgwed RdAf. 584
East Patriciafort, FM S&552]
What is your primary telephone number?
It is [PHONE_NWUMBER: : 705-585-6580x853] .
What is your email address?
=FlIt is :EI—EZL_EB-E-REBB::3@'@’)&}’_’»‘373X3x05@exan‘.ple.c:cm'.:
Do you have an alternate phone number?
Hpves, [PHONE NUMBER: : 7T05-585-6580x893] .
What is your preferred commanication method?
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Securing Al Agent Access to Sensitive Data Under EU Al Act &

NIST Al RMF ¢ XK
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Enforcing Data Access Control at Al Runtime
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Al Agents

1. SecuPi Al Data Access Control for A

Coarse & fine-grained access control policies,
Masking, Filtering, Quantum-ready Encryption
and auditing human/NHI
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Enforcing the Al Data Security Lifecycle: From Preparation to

Runtime L
users @ m t‘g’ H
B 0o <> Al Agents

¥ A| Request/Response

1. SecuPi Al Data Access Control for A

Coarse & fine-grained access control policies,
Masking, Filtering, Quantum-ready Encryption
and auditing human/NHI
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SecuPi architecture: harmonizing identity & data context

Data Attributes Sources
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Summary: Al Data Access Control

- Safely expose sensitive data to Al
Secure training and runtime access to data across cloud and on-prem with Quantum-resilient
FPE Encryption (NIST FFI)

* Runtime protection + tamper-proof auditing
Control exactly what data Al agents receive across Snowflake, Databricks, Oracle, mainframes,
and data lakes

* Fine and coarse-grained enforcement
Row/column-level security with masking, FPE, tokenization, and deletion Enforce policies by
user identity, role, geography, data sensitivity, purpose, and session context

« Eliminate NHI risk
Map Al/service accounts to real user identity—no blind over-privileged access

« Zero-code deployment

No changes to Al apps, schemas, or pipelines—operational in days



Sensitive data de-identification




SecuPi Data Protection Methods

Deterministic & Reversible Methods

4472-8302-9115-3562

Original Data

v

v

v

4472-9665-3456-2362

YXNkIGdmc2RmZbmJhc3NkIA==

NTY5MGprbGZzZHM7YTA5MzQ
9MGdmbGtkO2phMDkzMg==

Tokenization and FPE

x Based on NIST standard, using 128,
192 or 256bit enc keys

x Fast, Reversible.

x Preserves Form & Length based on
the Data Format

x Can include checksum and

validation bits

Original Data
jsmith@SecuPi N ujckoi@xJekaP
.com .com

[ 234 -75-9033 |>| 381-58 - 6294

AES Encryption

x Data is converted to binary
ciphertext using mathematical
algorithm and encryption key.

x Fast, Reversible.

x Non-Format Preserving, hard to use
with Database Schemas

AEAD Encryption

X

Like AES with Authentication
(storing Key Name + Version as part
of the value)

Ciphertext result is longer than AES
Fast, Reversible

Non-Format Preserving, hard to use
with Database Schemas




SecuPi Data Protection Methods

Deterministic & Reversible Methods

Type-Safe Encryption

X

Transform values into a different value in the
same Type

Type of data preserved
(Integer, Long, Dates, Floats, Doubles)

Reversible

Good for Database Types, ETL processes,
making sure encryption does not break
applications

Plain FPE may fail in those cases

Byte: 125

With
Type-Safe Encryption

With
plain FPE

62

662 (not a byte)

23/02/1987

With
Type-Safe Encryption

With
plain FPE

28/1/1966

38/13/0066




SecuPi Data Protection Methods

Deterministic & Irreversible Methods

Bucketing/Rounding

x Group values into buckets (configurable)
x Irreversible
x Good for Low-Environments

Dynamic Masking

x Transform values into non-readable form
x lrreversible
x Good for Low-Environments / Application Data Minimization

Replacing/Zeroing/Nullifying
x Mask/Hide parts of the result with X, Zero or Random value.
x |rreversible.

Obfuscation
x Data is consistently randomized into a set of values
x lIrreversible
x Good for Low-Environment/ Testing purposes

Age Age Year

32 37 1947
Age Age Year
30 40 1950

3123 - 412 - 6294

§

XXX - XX - 6294

243 - 3] - 3123

)

000 - 00 - 0000

John Smith

y

Mark S. Wilson
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