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Network exposure:

The key to programmable networks and innovation

What is “exposure” the buzz word?

Make network capabilities easily available for customers and
partners to innovate on and unlock revenue
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How to expose the networks?

Using APIs to hide the complexity of the network
GSMA Open GW, CAMARA and 3GPP are playing a key role
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Use case: User friendly improved security E.

Customer requirement:

» Improved secure authentication without the need for one-time
passcodes (OTP) through SMS, Voice or Email

Use case examples:

* Application onboarding (e.g., banking app, social media, etc.)
* Application password reset and login

Used API:

«  CAMARA Number Verification API enables the seamless
authentication of the mobile device by the mobile network without
end user interaction

» Application requests a check of the phone number of the device being
used to access its service

* API either confirms the comparison result - such as whether the user
is using a device with the same mobile phone number as is declared -
or returns the phone number




Use case: Fraud detection and prevention

Customer requirement:

» Banks need a way to prevent fraudulent transactions because they
are held responsible for refunding these transactions

Use case examples:

» Banks account holders are called by scammers that their account is
under attack, and they should park their savings on a “safe account”,
which is fact the scammers’ account.

The banks want to prevent this from happening and one way is to
check if the account holder is in a phone call at that time, which could
indicate that (s)he is being scammed.

Used API:
* Call Status API, CAMARA SIM swap API, CAMARA Verified caller API

* When the bank suspects a suspicious transaction, the bank initiates
the Call Status API to check if the account holder is in a call at that
time. When the response is that the customer is “busy”, the bank can
decide to block the transaction and inform the customer.

* This has caused a drop of 40% of these fraud cases in the UK.
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Use case: Secure performance enhancement Z.

Customer requirement:

» CSP needs to be able to provide enhanced performance during
large-scale events.

* Monetize superior network performance through add-on sales
instead of best-effort connectivity with flat rates.

Use case examples:

» B2C: Offer secure performance enhancement subscription at the
event

» B2B: Bundle secure performance enhancement subscription with the
ticket to the event

Used API:
CAMARA location retrieval API
» CAMARA Dedicated networks API




FWA mobility restriction £.

FWA is the main 5G use case after eMBB. An application requests a monitoring event update for the
location of the device. As soon as the device moves out of the
designated areq, a trigger is sent to the application when then
can decide what to do; Either deny access to the network for the
FWA unit, or allow continued access when the subscriber pays
for premium connection

Practice learns that a group of subscribers move their FWA
units to other locations (e.g., holiday homes) , which
undermines network dimensioning and can lead to cell
congestion, which in turn can lead to forced throttling of FWA
units.

Added value

Dimensioning of the network for FWA is secured, preventing
congestion, and unlawful use of the FWA units outside of the
home environment is prohibited.

Additional revenues can be generated by offering premium
FWA subscriptions that can also be used outside of the home
environment.




Use case: Improved end user experience

Customer requirement:

» Provide the best possible improved end user experience supporting
sophisticated applications

Use case examples:

* Video broadcast / remote working / XR applications / drones
* Gaming

* Public safety / emergency services

Used API:

*  CAMARA Quality on Demand or 3GPP QoS API allows applications to
request improved network performance (like lower latency or higher
bandwidth) for specific applications or devices

» The application requests on demand improved (or even reduced)
Quality of Service for the duration of the application activity and then
returns the QoS back to default
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CAMARA - The Telco Global API Alliance 2.
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Stable APIs
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Network exposure architecture overview Z.
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Conclusions Z,

* Network exposure APIs catalyze a wealth of new use cases
» APIs need to be standardized and developer-friendly

« CAMARA Telco Global APT Alliance is leading
standardization

 Collaboration among Communication Service Providers
is important to reach critical mass

» API aggregators facilitate Application Service Providers
to reach global footprint
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