Ki lehet-e fehériteni
az Al fekete
dobozat?

Huszti Daniel
daniel.husztil@ibm.com

watsonx



mailto:daniel.huszti1@ibm.com

Adatstratégia és szabalyozasok az Eurdpal Unioban

Regulation on cybersecurity (CSA) ¢ GDPR Regulation

NIS 2 Directive ® Regulation on data protection in electronic
Directive on the resilience of critical entities communications

Regulation on horizontal cybersecurity ® Directive on open data

requirements for products * DataAct

Regulation on digital operational resilience (DORA) ¢ Data Governance Act

* AlAct Digital Services Act
® Al liability Directive Digital Markets Act
¢ Directive on liability for defective products Regulation on P2B
Regulation on markets in crypto-assets

Forras: Monday, European Union: The EU's Regulation Of The Digital Area



EU Al szabalyozas

A jogszabaly fobb elemei:
. Atlathatdsag

i - , UNACCEPTABLE RISK
« Emberi ellendrzés

» Alapvet0 jogok véedelme
HIGH RISK

Kockazatl szintek:

LIMITED RISK

(Al systems with speciic
transgarency cbligations)

* Nem elfogadhato
 Magas

e Korlatozott MINIMAL RISK

e Minimalis

Forras: https://digital-strategy.ec.europa.eu/hu/policies/regulatory-framework-ai



Integralt kockazatkezelés (GRC)

Uzleti és mikodési
szabalyok, szabalyozasok,
tapasztalatok, audit
eredmenyek

Governance folyamatok

Uzleti folyamatok, célok,
Kulso es bels6 kockazatok, Risk management celkitizesek, iranyelvek,

sérulekenységek folyamatok eljarasok, szemelyzet,
technologia

Jogszabalyok, iparagi
szabalyozasok,
sztenderdek, audit
eredmeények

Compliance folyamatok

GRC program




Kihivasok az integralt kockazatkezelésben (GRC)

Torvenyi szabalyozasok és hatasuk kezelése

% Vallalatot erintd kockazatok konzisztens nézete

. [| |:| GRC adatmindségi kihivasok es adatsilok kezelése

Felelosseqi korok kialakitasa a kockazatkezelési és szabalyozasi
megfeleloség soran

T™
: ﬁ : Varatlan, kockazatos esemenyek bekovetkeztéenek csokkentéese




Mesterseges Intelligencia felligyet
!

Egy szervezet mesterseges
Intelligencia tevékenysegéenek
ranyitasa, nyomon kovetése.



Teljeskoru MI elétciklus kezelés az IBM watsonx segitségevel

\ |

watsonx.al watsonx.data watsonx.governance

MI model tanitas, MLOps Nagy mennyiségu es eltéro Al feligyelet, kockazatkezelés,
folyamat tamogatéas strukturaja adattarolas jogszabalyi megfelelés

Data and Al / © 2024 IBM Corporation



Megbizhato M

Adat-
gyljtés

- Adat: Teljeskoru fellgyet az adatok
felett
Modell Adat
monitoroza elGkészites * Modell: MLOpS folyamat a’Z
elmagyarazhatosag és
robosztussag érdekében

* Folyamat: Automatizalas a
konzisztencia, a hatékonysag és az

Modell Model atlathatosag novelése érdekében
futtatas épités
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Welcome watsonx

LIVE NEWS

BREAKINGC

Pick the News Article

BRIEF-Bigger Capital Fund Reports An 8
Pct Passive Stake In Akers Biosciences00

Global Markets: Asia shares reach
decade top on China data, dollar in
doldrums00

Donald Trump is the only personin
Washington who doesn't seem worried

about a shutdown?00

Actor Casey Affleck withdraws as 2018
Oscar presenter: academy00

EU mulls new link between budget and
civic rights00

BRIEF-Sandridge Energy Rejects Icahn's
Proposal To Replace Two Of Five

Directors00

Logout
® &
News Article Analysis
Al-driven news article system leveraging foundational models
Why this application? v
News Article

January 15,2018 / 12:41 AM / Updated an hour ago Oil hovers near three-year high despite rising U.S. output Nia Williams, Rod Nickel 3 Min Read

CALGARY, Alberta (Reuters) - Oil hovered near a three-year high above $70 a barrel on Monday on signs that production cuts by OPEC and Russia are tightening supplies, although analysts
warned of a “red flag” due to surging U.S. production. FILE PHOTO: A driver reads a newspaper as he sits on a spare tire attached to a parked oil tanker at a truck terminal in Mumbai, India,
January 10, 2018. REUTERS/Shailesh Andrade/File Photc

International benchmark Brent crude futures LCOc1 last traded 29 cents higher at $70.16 by 1837 GMT, having risen to a high of $70.37 a barrel earlier in the session,

U.S. West Texas Intermediate (WTI) crude futures CLcl gained 51 cents at $64.81 a barrel. Both benchmarks hit levels not seen since December 2014, although trading was thindue to a
holiday in the United States.

A production-cutting pact between the Organization of the Petroleum Exporting Countries, Russia and other producers has given a strong tailwind to oil prices.

Growing signs of a tightening market after a three-year rout have bolstered confidence among traders and analysts.

“It's catching a lot of people by surprise and | think (prices) are sustainable,” said Phil Flynn, an analyst at Price Futures Group. “We’re seeing the reality of strong demand and declining
supplies.”

Bank of America Merrill Lynch on Monday raised its 2018 Brent price forecast to $64 a barrel from $56, forecasting a deficit of 430,000 barrels per day (bpd) in oil production compared to
demand this vear
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C'  m dataplatform.cloud.ibm.com/wx/prompts/templates/4e688501-3f77-4158-bfd0-4c3e590d22547project_id=44de9546-36d5-48fd-b378-b94a95e1fc35&context=wx Hh w * 0@ Paused/'" :

IBM watsonx Upgrade Q 2322602 - Paul Hake's Acc... v Dallas 0

Projects / watsonx.gov / D Al guardrails off o

v5: entity extraction with llama v2 Newprompt + | Savework

Prompt - View only

X

- -!-ry N Model parameters
@ Test your prompt @

Decoding

Input Output

—_—

Greedy @ Sampling @)

<$>[INST] <<SYS>> ~

Extract entities from the news articles given below. Follow the below mentioned examples to * Reuters Repetition penalty
display all the different entities such as company, people and financial institutions. Do not give * Esense-Lab Ltd S
incomplete answers. Show all the values in each entity. It is acceptable to have multiple values in * Academy of Motion Picture Arts and Sciences
each entity. If you do not find any entity such as company, people and financial institutions, please *Manchester by the Sea
fill it as "N/A" * Golden Glaobe
Act as a helpful, respectful and honest news article entity extraction tool. " Batman v Superman: Dawn of Justice
Please follow the following instructions: Do not omit any financial and numeric information * Gone Baby Gone
such as year, revenue, index, company. *I'm Still Here o ~ritaria (D)
You should not repeat your answers. You should not use any other knowledge. You should Stopping criteria
keep your answers short and concise. Financial Institutions: 20y -
You should not include any harmful, unethical, racist, sexist, toxic, dangerous, or illegal it el
content in your answers. *N/A
You should ensure that your answers are socially unbiased and positive in nature. You should
only answer the first unanswered question. People:
If you don't know the answer to a question, please don't share false information, and say “"I'm T T et
sorry, I was not able to find an answer to your question * Casey Affleck T R
Please use below examples as a reference to answer the questions. * Ben Affleck
News Article: * Hillary Clinton
NEW YORK (Reuters) - European stocks closed lower on Tuesday, the first trading day of * Louis Farrakhan
2018, while Wall Street advanced and the U.S. dollar fell to its weakest in over three months against * Barack Cbama Enter.up to 6 sequences 10:$10p SUtpUt
key currencies. *Dan Whitcomb aftir the minlmiinnumberof tokens in
Increases in Apple ( AAPL.O), Facebook ( FB.Q ), Alphabet ( GOOGL.0 ) and Microsoft ( * Mara Buxbaum raarhad
MSFT.0 ) shares pulled the S&P 500 index higher on Tuesday. " Denzel Washington
"People are back to looking at what have been the winners. It has been very momentum * Ryan Gosling
driven,” said Rick Meckler, president of hedge fund LibertyView Capital Management LLC in Jersey * Joaquin Phoenix Reset to default C
City, New Jersey.... * Summer Phoenix
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Jogszabalyli megfelelés
EU es hazal M| szabalyozasok

— Mesterséges intelligenciara vonatkozo
szabalyozasok leforditasa vegrehajthato

iranyelvekke

— Auditalas és egyéb kuls6 Ml

adatszolgaltatas

— Atlathato MI folyamatok kialakitasa

watsonx.governance
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Use Cases by Risk Level ‘
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Models by Risk Tier

26

Foundation Models by Hosting Location

23

Approved Models

24

Models added in the last 30 days

49

New Model Use Case

Favourites

Executive summary generation

Finance News Analysis

Models by Department

26

Change Management

Change Requests by Status

29

My Active Change Requests

0

Change Requests in Process

10

By time added

The partners in consulting companies are given a 1 pager executive ...

The analysis contains information collected from public reports/doc...

Use Cases by Lifecycle Phase

24

Proposed
B Approved
Awaiting Approval
B Rejected

Il Decommissioned

Model Performance
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B Green
B Red
Yellow
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Deployments

Deployments by Status
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Change Management
Change Requests by Status
My Active Change Reguests
Change Requests in Process
New Change Request ¥

iz Use Cases by Lifecycle Phase
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Proposed
B Approved
Awaiting Approval
B Reected

B Dacommissionad

B Proposed: 24

Model Performance
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B Green
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Yellow
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Model Validation

Model Reviews by Status

28

Reviews Awaiting Assignment

1

Reviews In Progress

10

Models by Provider

Foundation Models ‘
23

Non Foundation Models

27

Useful Links



Megbizhatd M
A kockazat kezelése és a hirnév
vedelme

— Elbére beallitott riasztasok az MI modellek
automatikus feltigyeletére

— Kockazatok kezeles és jogszabaliy
megfeleléség biztositasa

— Magyarazhatd modelleredmények

biztositasa a vizsgalatok tamogatasa es a
birsagok elkerlilese érdekében

watsonx.governance

IBM watsonx + Al 2206939 - Leila Santiago v

Deployments [/ High Oaks Bank / Account Classifier / Evaluations

Fairness Quality Drift Global explanation Model health Data health

6]
()

D”ft Time settings [

View the drift scores over time. Lower values are better.

+

hd History Predicted class Positive v Calculation settings  Zx

0.2 1.0

Output drift (0.6) ©

0.15 02

Prediction drift (0.6) @ 0 -

0 0 8 Nov 1, 12AM Nov 2, 12AM Nov 3, 12AM Nov 4, 12AM Nov 5, 12AM Nov 6, 12AM Nov 7, 12AM Nov 8, 12AM
[ ]

Input metadata drift (0.6) @ B output drift [ Prediction drift [} Input metadata drift Transaction volume @

v Output drift: classl Predicted class classl v Top five intervals v

Output confidence distribution @ My Significant intervals @ o

View the percentage of transactions at each confidence level for Risk outcomes. View the confidence ranges that differ the greatest in relation to the training data.
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IBM watsonx Buy < I 2206939 - Leila Santiago v

Projects [/ OCCS Project / OCCS Model Z Open in Prompt Lab

Eletciklus felligyelet
MI modellek magabiztos
felhasznalasa | © o © Governance

€ Foundation model

Al factsheet Evaluate

-1 Prompt template %
Al use case name
> Prompt parameters
+ & Evaluation OCCS Crew Communication System
v & Develop Approved 7c8cl4b2-a25f-4eba-alce-c97660ccd191
— Modellek nyomon kovetése a teljes Ml -
v Validate Description

é I etCI kl u S SO rén ¢ Deployment 1 The On-board Crew Communication ML Model is an advanced machine learning solution designed to

enhance and streamline communication between crew and service providers. Leveraging natural language

¥ Deployment 2 processing (NLP) techniques, this system aims to facilitate efficient and personalized interactions,

v @ Operate

— Modell metaadatok automatikus rogzitése a

[2 Additional details Q&A Communication LLM

jogszabalyl megfeleles érdekében - Attachments

(5] Attachment group 1

Read more W

Approach Version
— Modellek teljesitmenyenek fellgyelete a & Flan-UL2-12345 & 0.2.21
This approach uses the foundation model Flan- I compared this prompt with the other variants. This

te |J eS Sze rvezeten bel UI ’ autom a.tl ku S U:iji?;j'_Séizll:_edgilj:;ciCn;::i!:dslu;ed for this task works better for me. Looking forward to assessment.
jelentéskeszités

Lifecycle
01 02 03
Develop 1§ Validate & Operate &

watsonx.governance
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IBM Cloud Pak for Data Q 0 Ay

Catalogs / News_article_catalog / @ = 83
Model use case About this asset o
Text Summarization Use Case ¢ Remove Add to project | .

Description 174

Use case for prompt-based summarization

Overview Asset AcCcess Review
' Asset owner 2
Undeployed models in a project or external Models deployed or ready to be deployed for Models deployed or ready to be deployed for Models deployed or ready to be deployed for
. . . . . ~ ol "
machine learning provider testing validation. operation. @ admin
Privacy @ 74
(> v1.0.0 Public
Asset details
32 None 32 None Q3 News Articles Summarization Size: -
Provider Columns: -
— @ External News Text — @ External News Text Rows: -
Summarization Prompt Summarization Prompt — & News ArticlesSummarization
Monitor
— ) External News Text Source
summarization Prompt — &) News ArticlesSummarization Connection: -
monitor Monitor Connector:
Pending Evaluation o Path: -
Evaluated
28 Financial News Articles Resource key 'm
Summarization Provider
. : _ esource Key not available,
@ Financial News Articles
| Summarization Monitor
Tags @

“— &) Financial News Articles
Summaripgtion Monitor
0 W

Evaluated

No tags added yet

Created by
admin, Oct 13, 2023

Maoditied by

Systemn, Oct 30, 2023

v ¥ Default approach



Hogyan érdemes elindulni?

3 honap

Egy Uzleti esettanulmany

kivalasztasa

Ugyfél kdzpontlsag

6 honap

Tobbi Uzleti teruletre vald

bevezetés

Megterules

12 honap

Mas Uzleti teruletekre vald

kiterjesztés

16
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