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Poszt-kvantum Utemtervek — forrd téma

A 24. 6raban vagyunk

USA
CNSA 2.0 Timeline

2022 2023 2024 2025 2026 2027 2028 2029 ELER) 2031 2032 EIEED

Software/firmware signing N N L
Web browsers/servers and cloud services
Traditional networking equipment
Operating systems
Niche equipment
Custom application and legacy equipment
s>~ CNSA 2.0 added as an option and tested

=mmm CNSA 2.0 as the default and preferred
@& Exclusively use CNSA 2.0 by this year

“) Commission has been funding research and development Post-Quantum
ptography for over a decade, recognizing the potential threat gquantum computing
s to present public key cryptography.

) Member States should consider migrating their current digital infrastructures and
services for pu 3 tical infrastructures to Post-Quantum
Cryptography inducing a fundamental sh in cryptographic
algorithms, pre 'As highlighted in the Commission's re White
Pape aster digital infrastructure needs™, this requires a

rdinated fort involving government age standardization bodies, industry
stakeholder rchers and cybersecurity professionals.

(6) This Comir on Recommendation encourages Member States to develop a

comprehensive strategy for the adoption of Pc tum Cryptography, to ensure a
coordinated and synchronized transition among the different Member States and their

public_sectors. The strategy should define clear goals, milestones, and timelines

Forrés: NIST, Eurdpai Bizottsag
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Allamok/régiék altal kivalasztott PQC technolégiak:
NIST (80%),
FrodoKEM (10%)
KpgC (5%)
nem dontott (5%)

Forras: GSMA
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Mi szc')ltun hogy gond lesz

Nem mostandban, hanem 30 évvel ezel6tt

UECQWEQ
XRvezELM

Cipher Text

Peter Shor — Bell Labs
Nagy szamok prim
tényezdkre bontasi
algoritmusa - 1994

© 2024 Nokia

Szimmetrikus kripto
S=™-

Same Key

a
+gAWIBAgI

IXDPLYixfs

zwDQYJKo have lunch?
ZIhveNAQE - Alice
LBQAWPDE

Plain Text Cipher Text Plain Text

Biztonsagos

Lov Grover — Bell Labs
VN idejl keresés rendezetlen
halmazokban
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Poszt-kvantum biztonsag fajtai

Matematika vs. fizika

PQC

Poszt-kvantum
kriptografia

QKD

Kvantumos
kulcselosztas

4 © 2024 Nokia

Matematikan alapul

Titkosito kulcsok biztonsa% S Ietrehozasara és a kommunikacio biztonsagossa tételére
alkalmas, megbizhatatlanhaldzatokban

Alkalmazasi retegben mukadik
Szoftveres megoldas, frissités lehetdsége adott
Feltorhetetlen a jelenlegi tudasunk szerint, de ez valtozhat

A fizikai anyag kvantumos tulajdonsagain alapul

Titkosito kulcsok biztonsagos szétosztasara alkalmazhaté

Fizikai rétegben mukodik (optikai szal, Ethernet, mikrohullam)

Specialis hardvert igényel

Pont-pont protokoll alapvetéen, megbizhato koztes csomopontokat feltételez

Amennyiben a kvantumfizika érvenyes, torvényeibdl adoddan feltorhetetlen
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Error Rate
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PQC - a

~ Drkow

tumbiztos kulcsok

Készen allunk — AES-GCM kvantum-biztos és széles korben elterjedt
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nonce 1
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AES AES
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encryption

encryption

plaintext plaintext
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ciphertext
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Forras: https://livebook.manning.com/concept/cryptography/aes-gcm
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PQC —kulcskezelés és osszifikacio
Nem allunk készen, de viszonylag jok a kilatasok
TLS 1.2 TLS 1.3 Osszifikacio

(Full Handshake) (Full Handshake) . TLS ,]3 _ 2014 éta
‘.‘ == ..A == ,
) S ) == - 2018-ban még csak 0.06% (rev 11)

L)
Client Server Client server . Rev 22:a TLS1.3 TLS1.2-nek tlnik régebbi szerverek, routerek szamara. 2 hdnap
% o Q alatt 0.6% -> 66% (ma: 93%)
1) ., | ms 7T He 7 R4 7 7 ol ] ss 7 .
| ’ e, | Eréforrasigény és méretbeli kilénbségek:
{2) “(2) TLS handshake | hi All
'C/ soms k/ arishake nrenicy biswogramiall Kulcsméret (béjthan) Milvelet / sec
. e ST s —— CONTROL
@D‘ ,,,,,,,,,,,,,,,, N @n\f\“:‘;:: A —-- CECPQ2
P 100ms e i il CECPQahy Agoritmus 0} Kiens Szerver Kiens Szerver
B ng:ny"f?;? L(4 Cqueg, “AIGJ e ‘\I
] o s MAKEMSL2  lgen 800 768 458 70¢
C)‘ cnant et 47 e e
5)..7 | T me
o . MCKBMTES  lgen 1184 1088 28 158
O
P ‘,,ns ML-KEM 1024 lgen 1568 1568 20e 20e
7 A
X25519 Nem 32 32 1% 1%
1 é '9 27 8‘2 2"15 7;7 22’15 66’58 20611
TLS handshake latency (ms)
Forras: https://www.appviewx.com/blogs/why-is-tls-1-3-better-and-safer-than-tls-1-2/ Forras:https://blog.cloudflare.com/pg-2024/
NOKIA
BELL
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PQC —tanusitvanykezelés

Még sok meld van vele

8

Certificate Viewer: www.bell-labs.com

General Details

Certificate Hierarchy

Alafras dzsungel

 DigiCert Global Root G2
Ti pu sok " DigiCert Global G2 TLS RSA SHA256 2020 CA1

www.bell-labs.com

- Tanusitvanylanc

Certificate Fields

- Tanusitvany idébélyeg

Authority Information Access

Certificate Basic Constraints

- Online tanusitvany statusz protokoll (OCSP)

Signed Certificate Timestamp List

Kulcs része a bitfolyamnak/nem része a bitfolyamnak

Certificate Signature Algorithm

- Més, ha felfujt Javascript kodot/képeket ved Certificate Signature Value
= SHA-256 Fingerprints

- Mas, ha par bajtot forgalmazo loT eszkodzt véd

Certificate
Alairas komplexitasa/ellendrzés komplexitasa lehet fontos/nem fontos Public Key
szem pOﬂt Field Value
. Mot Critical

PQC szempontok: 04820169 0167 0075 00 4E 75 A3 27 5C 94 10
€338 58 6C D4 DF 3F 52 EB 1D FO ED 8E 18 8D 69
€0 B1 FA 64 B1 62 94 39 DF 00 00 018D EB 12 6D

- NIST vs. stateful vs onramp 6900 00 04 03 00 46 30 44 02 20 5113 2C F5 4€

- Torekedés kevesebb szignaturara

- TLS-en kivdl van mas is, pl DNSSec

© 2024 Nokia
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QKD -> QCl

Ehhez még évek kellenek

Klasszikus halézat + kvantumos

vezérldsik
Nem kvantum-

biztos csomopont

Kvantumbiztos link

Kvantumkommunikacios infrastruktura Kvantumhaldzat adatsik

NOKIA
BELL
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Bell Labs kutatasok a PQC és a QKD vonatkozasaban

A fényes mult
-Kvantumos faktorizacio (Peter Shor)

-Gyors kvantumos keresés rendezetlen adatbazisokban (Grover)

A pragmatikus jelen
Kvantumos hibajavitd kodok, kvantum konvolUlcios kddok, kvantum repeaterek (Ashikhmin)
Kvantum internet, QKD kddok (Noirie)
Poszt-kvantum kriptografia (Shoiniakis)

(Topologikus kvantumszamitogép — Willett)
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Nokia titkositas megoldasok
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Connectivity and cybersecurity in the “Quantum era”
A combination that we simply cannot ignore

Harvest Now
Decrypt Later

Current
Quantu.m asymmetric
computing cryptography (PKI)

Your
/ERO DAY

VULNERABILTY

Duration of Your time to
your data evolve to Q-5
sensitivity cryptography

12 © 2024 Nokia
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Threats to Information - Info Life-Span considerations
Zero-Day vulnerability

 Information may be transactional in nature, or may have short-, medium-, or
long-term life span

* The longer the information life-span, the greater the risk from quantum
cryptographic threats

Harvest Now sty 10 = 50
Decrypt Later Ll
} ets

*Business *Organizatio *Organizatio - o comos: rl e rn )
Electronic nal business nal “Crown

Transactiona information Jewels”

| info *Cryptographic *Cryptographic

Cryptographic keys keys

session keys

CRQC (Q Day)

NO<IA
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C3RIZF Vb3
QaMAMT
ENMASGA1

Cipher Text

Broken

have lunch?

Peter Shor
Algorithm for prime
factorization of large
integers

Symmetric Crypto

have lunch?
- Alice

Plain Text

IXDPLYixfs
m 2WDQY.JKo
ZIIW::NAOE

Same Key

I+gAw\BAg\

LB QAWPDE

ClpherText Plain Text

Safe

Lov Kumar Grover
shows how to search in VN

NO<IA
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Connectivity and cybersecurity in the “Quantum era”
Nokia has the solution using multiple blueprint reference architectures

1100001
0101010
Harves

Key Key Key
pt Later quality strengths  distribution

&L(L\

Key
rotation

Your )
D?ta PhyS|CAbased I Quantum-Safe
Lifespan
\ == 4
Duration of Your Network «= >
your data is already Q-S Py A
sensitivity Svmmetric
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OTNSec pre-shared-key management

Physically secure ops center

The solution with Nokia for Optical Networks

All links ensure 256 bits key strength:

Quantum-safe

Secure private
key transfer
(symmetric)

( Encryption svc management &

key generation

———
'.

| Bt

Nokia
1830 SMS

|

~

1011011
1100001

0101010

> @

Key Key
strengths distribution

Key
quality

Quantum-safe key transport:

Two-layer encryption
* Pre-shared key w/SNMPv3

Secure private
key transfer
(symmetric)

[N
TEIE[E <>
Sensitive )
data Nokia
1830 PSS/PSI

Physically secure data center

Quantum-safe data transport:

= Data plane fiber taps contain only ciphertext
= Optical overhead does not contain key agreement

16 © 2024 Nokia

AES-256

Data plane encryption

~N

<> |:§J§E'

Sensitive

data
J

Nokia
1830 PSS/PSI

Physically secure data center

Quantum-safe data transport:
= Symmetric, AES-256

= No key exchange on fiber link

NO<IA

©
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Why secure at Layer 17

Low latency

Ultra low latency and bandwidth efficiency

Transparency

Better scale and support for any traffic type

Better performance

High bandwidth wire speed encryption

High availability

Robust network protection with high availability

Management

Simpler security and network management

17 © 2024 Nokia
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Nokia 1830 Security Management Server (SMS)
Quantum-key generation & distribution hybrid

Nokia 1830 SMS Over 10 years of quantum-safe development
_ Centrally managed NIST announces CRQC Nokia & Thales < o 0
B ool symmetric key distribution threat as immediate meet ANSSI regs; develop

architecture defined concern ANSS' & NATO approved
solution

) ot §

+ Centralized, symmetric key distribution

2012 2015

° | - _ i . : q Nokia Infosecurity article
Em bed d ed Cryptog ra p h IC SySte m O n C h ! p cNeOni‘iITt/a[;:Say:jaefglx?jymg describes symmetric key Nalda el metes et O
i S mrrjeiric ke /glistﬁbuﬂon in sellitioi 25 ekt Sy eilen et preliseien
* Ensures key quallty and Strength ;_:;yloba\ MoD<> protection against HNDL to all higher level traffic

attack

+ Offloads intensive cryptographic processing

« SW integrity validation (Digital signature PP 2016 2017
CWA 14167-2 com p“a nt) Nokia adds higher capacity ANSSI discussion reveals el gemiinuss o ek
. . e”C’W"O” transponders to additional value to solution gt cagagty SR
- CC EAL4+, ANSSI QR including EU and NATO Soton ansponcer

restricted certs
e FIPS 140-2 Level 1 Software for Hardened Server

18 © 2024 Nokia I\O( IA
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11QPEN4 — Quad Port 10G Encryption
Provides per port, 10G Encryption (AES-256)

4 x10G XFP (OTU2) network ports

4 x XFP client ports

Client services: 8G / 10G FC, 10 GE, OTU2, 10G
Infiniband

AES-256 Encryption
FIPS and CC certified

-

Nokia L1 encryptors throughout various product

lines

= |

DFC12E / DFC12 Module -
High Capacity nx100G

2x WDM line interfaces

100G - 400G capacity per line
10x100GE/OTU4

10xQSFP28 ports (active)
100GE-LR4/SR4/CWDM4
AES-256 Encryption

FIPS (submitted)

) — g
S13X100E 100G Muxponder

Provides per 100G port Encryption (AES-256)

100G Multi-service Muxponder supporting 10G, 40G,
clients in single card

100 GE/OTU4, 40GE / OTU3, 10GE, OTU2, OC192/STM64
CFP4, QSFP28/QSFP+, SFP+ client ports

AES-256 Encryption

FIPS certified, CC (in-progress)

100G

19  © 2024 Nokia
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S6AD600E 600G Module

1x WDM line interface

100G - 600G capacity per line
6x100GE/OTU4

5xQSFP28 ports

1XQSFP-DD (400GE) port
100GE-LR4/SR4/CWDM4
AES-256 Encryption

FIPS (planned)

SFM6E 600G Module

x WDM line interface

100G - 600G capacity per line
6x100GE/OTU4

5xQSFP28 ports

1xQSFP-DD (400GE) port
100GE-LR4/SR4/CWDM4
AES-256 Encryption

FIPS (planned)

PSI-M (DCi) PSD-2 (CPE)

Wy =

[

1830 Photonic Service Demarcation
(CPE)

Redundant AC/DC power

New High-Performance FPGA

2x Client, 2x Line Ports

Remote Power Off

New System Mode

GbE/10GbE via ODUflex (OTU2) — Dual Client, Dual
Line Mode for spur / ring application (ADM)
AES256 encryption (planned)

FIPS (future)

PSS-24x (OTN fabric)

SR

2UC400E - 2 Carrier (400G) Uplink
Provides per line port Encryption (AES-256)

2 x Flexible 100G / 200G Super Coherent line ports

AES-256 Encryption
FIPS (submitted)

2UC1TE 2 Carrier (1T) Uplink

Provides per line port Encryption (AES-256)
2 x programmable 200-500G 90 Gbaud
Super Coherent line ports

NO<IA



Optical security is more than just encryption

Wavelength tracker — monitor
optical link health

Tl |\

Allows wavelength tracking, power

and fiber monitoring and reporting

20
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OTDR — localize faults or taps
immediately

| WS

Detect and localize precisely any

anomalies on fiber network

B B e AR & s g o
T o e TR T e

Py

=

New fiber route?

.

Intrusion?

Key management — the key
quality is vital to any encryption

_—

Key authority -li ,,,,, __._«.ii
oo —

gyl

Plaintext Ciphertext Plaintext

Protect data with a strong quality key
and symmetric distribution

9

Quantum-Safe symmetric key
distribution and generation

NO<IA



Nokia Optical quantum-safe networks
An architecture that evolves with the quantum landscape

Your Quantum-Safe roadmap: Begin today and adapt to tomorrow's innovations

.nw Quantum-Safe key (QSK)

o Backup Quantum-Safe key (BQSK)

Quantum key
management

. antum ke
Central key authority 2:naguemen¥

and key generation

QS-key olrihestrator QS-key orchestrator

Nokia SMS |

B
B

3
t

_ O

Sensitive Sensitive
ON/IP ON/IP dota Gata
Encryptors Encryptors

Pre-Shared Keys with Manual distribution PSK with Automated symmetric distribution Pre-Shared Keys with Quantum physics hybrid QKD distribution

Engage PoC/Pilot today

P Em—

Sensitive
data

Sensitive Sensitive - -
onp oN/IP dota dota onyP onp
Encryptors Encryptors

oN/P oN/IP
Encryptors Encryptors

Encryptors Encryptors

Deploy quantum-safe

solution today I\O( IA

21 © 2024 Nokia



Key distribution
QSN with adapted & layered cryptography for IP + Optical

Network Services
Network Platform (NSP)
orchestration
Fabric Services System Wave Suite NOC
layer s
7220 7220 DC1 DC2 7220 7220
Public Public
cloud cloud

- 7750 SR
E} DC GW + PE
N

s,
Secure
Layer 2/3

7750 SR ’
DC GW + PE
’

Secure
Layer 2/3

IP Iayer Servers ‘ ' Servers
and storage |I I and storage

Secure
Management
Server (SMS)

Optical Elrg [%

trans po rt

layer Storage 1830 PSI-M DWDM/optical Layer 1 1830 PSI-M storage
network encryption

A

\ 4

IP and Optical Quantum Safe network

22 © 2024 Nokia NO< IA
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Nokia Optical Secure Solutions
Certified and Widely Deployed

- o o Nokia Quantum-5Safe

Networks =

Helping the world t
act togethe
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