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Incidenskezelési esettanulmanyok
a SWAT életébol

.. azaz miért van sziikség biztonsagi minimumokra
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EVENTS EVENTS/DAY

L\

@ Malware @ Vulnerability @ Unknown @ Account Takeover @@ Targeted Attack @ DDoS Scam @@ Misconfiguration

@ coordinated inauthentic Behavior

sqLi @ Malicious Script Injection @ Defacement @ Al Chatbot @ Prompt Injection @ Password Spray

@ Malicious Docker Images Malicious Browser Extension @ Deepfake @ Credential stuffing Brute-force @ Brute force @ Ad Fraud
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Motivations - Q3 2023 Motivations (Monthly Breakdown) - Q32023

400

320

240

Events

160

80

@ cyber crime @ Cyber Espionage @ Hacktivism @ N/A Jul Aug Sept

@ Cyber Warfare [0 cyber Crime [ Cyber Espionage [} Hacktivism
@ cyber warfare [ N/A

Total Events - Q3 (2023 vs 2022 vs 2021 vs 2020)

Events

320

240

160

80

HACKMAGEDDON.COM

Apr May Jun
W o32023 @o3z2022 Q32021 | Q32020



Legfobb fenyegetettségek

Tox

Zsaroldvirusok T OX
Lopas, titkositas, DDoS és o
nyomasgyakorlas e
Raas Ransomware as
Account takeover . a Service. The
usiness e-mail compromise ALLC
Busi ] | FOR SAL menace!
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Tamadas felhoben lév6 végpontok ellen
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SWAT - Security Weapons And Tactics

Gyors, hatékony és eredményes reagalas
a krizist okozo kibertamadasokra

Biztonsagi és infrastruktralis szakértelem
teljes Telekom-TRIl tudassal

Akar kommunikacios, compliance
tanacsadas, tusztargyalas...

Konstrukciok:
Eseti segitség krizishelyzet kezelésében
Havidijas konstrukcio
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Tipikus ransomware tamadas

Ejszakai ligyeletes bejelentése bizonyos

szolgaltatasok elérhetetlenné valasarol retto ® S encypeed
a]c;r Zlérypt‘pi-uizie.gin g(; bYBl?gw@tggZEOtzﬁioma a forever
Masnap reggel ransom note-ok a iﬁgs%gi‘zii?zm Siox mave airioees S

nyomtatékban és a munkaallomasokon
Minden titkositva

A mentés elérhetetlen

Zsarolas + DDoS

Adatok publikalasa
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A tamadas mogott

Szinte minden esetben e-mail + PDF vagy link
Automatizalt kodok
Sériilékenységek kihasznalasa
Magasabb jogosultsagok szerzése
Lokalis terjeszkedés

Mentés

Virtualizacié

AD

Backdoor-ok
Adatszivarogtatas
Titkositas

CTRL CYBER THREAT RESILIENCE TEAM BY

Harvesting email addresses,
conference information, etc.

Delivering weaponized bundle to the
victim via email, web, USB, etc.

IHETALL
-

=K=

INSTALLATION

Installing malware on the asset

ACTIONS ON DB.JECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

lockheedmartin.com



Tipikus hianyossagok

Biztonsagtudatossagi hianyossagok
Szegmentacios hianyossagok
Sériilékenységek

Védelmi rétegek hianya

Hardening hianya

MFA hianya

Jogosultsagok kezelése
Ransomware-proof mentés hianya
DR folyamat hianya

Nincs biztonsagi monitoring

CTRL CYBER THREAT RESILIENCE TEAM BY

& nitro@nitro-virtual-machine: ~ — [l

[10:13] Adam:

Hello!

I got the ransom note what you left for us in #&ﬁﬁ%&%% company .
All of our disks in .raw extensions.

Send me the decryption details.

[12:38] Ransom:

Hello, have passwords for

ALRT-HVA

ATLET-HVB

please donate Us 2.00 BTC and we provide passwords

if You need demo please setup some windows PC and provide access

[13:41] Adé&m:
And what about the NAS?

[14:29] Ransom:
Your NAS with backups was Erased 192.168.xxx.yyy zyxel




Altalanos szolgaltatastartalom ransomware eseteben

SWAT

lb Y WEAPONS/A/D ACTICS

CTRL CYBER THREAT RESILIENCE TEAM BY

Felmérés
Okozott karok
Kérnyezet
Uzleti igények
Forensics
Tamadas médja
Ransom beazonositasa
Idovonal
Visszaallitas tamogatasa
Tervezés tamogatasa
Biztonsagi ellenorzés
Technoldgiai eszk6zok
GAP-ek és sériiléekenységek felmérése

Post-mortem riport és fejlesztési javaslatok



A sikerek - néhany példa sikeres visszaallasra

Home Page of Ragnar_Locker Leal: X

rgleakixuey67yrgspmhvinrgtgogu: X +

&} 1 & rgleakbruey67yrgspmhvinrgtgogur3siwdrup4d3igtbm3pupcdlyd.onion

—

LANDES. = Freistaat g %
KRIMINALAMT % EQJQEZE] 'S SACHSEN JuRaLco;

rguiTie

This service has been seized as part
of a coordinated international
law enforcement action against
the RagnarLocker group

= EUR™POL o

EURTE i3 POLICIJA
[ eurojust |

views: ;1| 4647 | Published: 10/08/2020 15:19

1] x

NAS-on [évo mentés visszaallitasa
Részleges migracio

Fejlesztoi / UAT kornyezet
Decrypter

& nitro@nitro-virtual-machine: ~

[10:13] Adam:

Hello!

I got the ransom note what you left for us in ﬁ&ﬁﬁﬁ&%% company .
All of our disks in .raw extensions.

Send me the decryption details.

P
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[12:38] NSOm:

Hello, have passwords for

ALRT-HVA

ATLET-HVB

please donate Us 2.00 BTC and we provide passwords

if You need demo please setup some windows PC and provide access

[13:41] Adam:
And what about the MNAS?

[14:29] Ransom:
Your NAS with backups was Erased 192.168.xxx.yyy zyxel
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Koszonom a figyelmet

hlavaty.gyozo@telekom.hu




Cybersecurity services

Security
Operation
Center (SOC)
for SMB

SWAT

SIEMaaS
for SMB

o
38

CTl for SMB

SIEMaa$ Sériilékenység
SWAT, management /
Threat Hunting Penetration Testing

CTRL 360

Végpontvédelem
E-mail védelem
UTMaa$S
AntiDDoS

o
N

2

Security |
Operation Anti DDoS
eLearning Center (SOC)
CTI SOC tanacsadas,

érettségi felmérés
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