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Business Drivers Driving
Digital Transformation



Bandwidth growing 50% year-over-year

The world has gone mobile

Massive IP traffic growth, driven by video

Cloud computing ubiquity

Digitization leading to loT

Internet users by 2023 Mobile devices/ Total devices/
connections by 2023 connections by 2023

66%

Fixed speed by 2023 Wi-Fi speed by 2023 Mobile (cell) speed by 2023

N = )

110 Mbps 92 Mbps 44 Mbps

Cisco Annual Internet Report
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Our new reality...

Public Peering Traffic Increases  “The Internet is
Since March 9, 2020

Essential”
ol  Netflix Streaming effect

Russia

Spain

g * Huge Spike in Webex
Brazil 21% u Se

Switzerland
Canada g
» Sustained Busy Hours
Netherlands 6%
UK
Morway
Germary

Australia
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Start D"\ Lower Greater - End
Here W, CAPEX& OPEX o J = Agliy &3¢  Goal
SIMPLIFY AUTOMATE VIRTUALIZE
Consolidate number of data plane and Move network operations Speed up service
control plane protocols from reactive to creation with NFV
proactive

Efficiency Agility Innovation
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Industry Trends:
The Backdrop



A New Era in Network Architectures

~2 to 5+ Year
Transition

Happening today

Q «w» [p «» §*

APPLICATIONS

«w» [§ «»

IP NGN Era

Designed to support a set of services
Static traffic patterns
Manual configuration (CLI)

Apps Independent of Network

> SOFTEWARE DEFINED INTERLLIGENCE

EVOLVED PROGRAMMABLE NETWORK

Intent Driven Networks
Designed to support any kind of services I

Dynamic traffic patterns I

Automation (APls, Controllers, ...)

App & Network Interaction I
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Next Generation Architectural Decisions

 High Capacity and Scale

« Software Defined & Controller
Based

e Virtualized
« Automated

« A Combination of Hardware and
Software Worlds




The Evolving Hardware and Router Landscape

Some new Entrants to the mix

- Exponential Traffic Growth driving multi Terabit
speeds and rich features on high-end platforms
with Custom Silicon

. Commoditized Silicon for moderate and low
end applications (Internet Peering, etc)

. Software based Routers for virtualized
environments and Hyperscalers

- Many customers have End of Life or End
of Support Gear that are incapable of more
modern features like Segment Routing,
FlowSpec, Model Driven API support, Telemetry,
and many other features

+ Virtualized ASR 9000 router including:

« 20Gbps+ Forwarder with features for IMIX traffic (with 8 core socket)

Cisco Cloud Services Router (CSR) 1000V

Cisco |10S Software in Virtual Form-Factor

CSR 1000V 10S XE Cloud Edition
SE——
o

Programmability

IOS XRv 9000

- 84-bit Linux kernel with KVM and Container based virtualization
for control plane

- High performance, feature rich data plane based on x86 optimized code base

- i.e. 2x10GE ports at line rate
- Multi-core scale-out for feature performance

- Multi-socket scale out for control plane
- x86-optimised emulated HW assists (QOS traffic manager, SW TCAM, PLU, Packet Replication)

+ Available since July 2015

- Hypervisor support includes Red Hat KVM, Ubuntu KVM and VMware ESXi (more to follow)
- Operates as single VM — Linux containers used for data, control and admin planes
- VM creation and deployment. OpenStack, VMware vCenter and VMware vCloud Director
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The Evolving Software Landscape

Hybrid state will persist for a while

Command Line Interface

Physical Devices
and External Cabling

On Premise Collection

Periodic Centralized Polling

Single Monolithic Images

Evolved State

API Models (REST, YANG)

Software VNF (Virtual Network Functions)
Software Service Chaining

Cloud Based Capabilities

Real time Telemetry & Pub/Sub

Modular SW Packages
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Hardware and Software Disaggregation

We are still in “early innings”...

Software
&

Hardware

Integrated

Rich Feature Set

Wide Range of HW Form Factors
Pre-integrated / pre-tested
Single Touchpoint Support

-

Software

Whitebox HW

Disaggregated

Value

i Proposition a

-

Routing Protocols &

Applications APl
Network Infrastructure

Abstrsctions AP
Forwarding & Hardware

Abstractions AP

Whitebox HW

Open & Modular SW

SW Feature Development Speed
HW Platform Independence
Cost efficiency

New Operating Paradigms
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The Evolving Operational Landscape
Network & Operations Transformation must work Hand in Hand

- Analytics Platforms, Capacity Planning and Traffic
modeling have matured

Network Transformation h Operations Transformation

- Telemetry is key focus area _
Mext Gen Routing L Key processes evolution (02C, T2R, ete.)

. Automation, network programming and collectic e /’ Automation o
standards are here (NETCONF/YANG)

( TDM2IP Virtualization Site Reliabilty Engineering (SRE)
- Predictive Analytics, Data Correlation are C Remole PHY & DAA Machine Learning DevOps
happening and accelerating ( Telco Cioud New Sl and Roles
N Analytics £
( 4G=5G Al Ops

- Closed Loop Automation and Analytics are here

3
[_totofpata sourcest |
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Evolution from “CCIE Hacks” to Modern Elegance

Controller

<KD

Hosts  DC Core Agg Hosts  DC Core Agg
One device, single domain Many devices, single domain
IP NGN Era } Vel
Policy-Based Routing MPLS RSVP - TE Software Defined Networking
Controller - Scalable
Effective solutions with some caveats: Evolution required = Stateless
to address the
= Little or no application / network interaction new paradigm
= Scalability * Programmable
= Configuration & troubleshooting complexity
* States to be maintained in each network node = Ease of configuration & troubleshooting
, Simplicity

= New Technologies (Segment Routing,
EVPN, Telemetry)
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Architecture, Topology and Capacity Trends

Adjusting to new service and application needs

Reduce/remove protocol state where you can!

* simplifies troubleshooting, design, testing cycles

Simplified Topology - Lean / Hollow Core

* Core as a “Fabric” -- Any to Any becomes more feasible, CLoS

Fabrics

Service Segmentation

* Simplified Traffic Steering for low latency or high bandwidth

e Multi Planar Cores

IP and Optical Convergence

Polarized Service / Inter-
Planar as Backup Allowed

Storage / Replication

Trial Service

=

—
Single-planar

Multicast Services

Pervasive / Multi-planar

Unified Communications

Services Mappings Completely Flexible
Map Services to Planes as Required

Multi-Planar Core Example

Many Real Deployments,
99.999+ Uptime
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IP/Photonics Convergence — More Simplification Ahead

Segregated IP & Optical Silo’s
Costly Redundant service resiliency in
both IP & Optical network layers IP/OpticaI Convergence

¢ Highly manual provisioning
Rout: . .

— * 10G services dominant *  Optimized E2E network resiliency via SR-
* Line Cards—Dominant CapEx MPLS
e Less Line Cards via Coherent DSP

integration (ACO) in routing platforms

e 100G & 200G services dominant
*  Simplify & delayer by eliminating OTN
switching infrastructure

Converged SDN Transport

Address scalability bottlenecks
Further simplification with point
to point DWDM and hop-by-hop
router topology

Optics — Dominant CapEx

OTN
Switch

Cost & Complexity

Automation



Control Plane Evolution: Reducing Protocols and State —
A real customer example

Current State (Today)
RSVP-TE ISIS with Segment Routing
LDP BGP (EVPN, VPNv4, VPNv6, Label Unicast, etc)
PIM

Directed LDP

BGP (VPNv4, VPNv6, Label Unicast, etc.)

2 -3 Protocols (IGP and BGP)

5-6 (IGP, BGP, Specialized protocols) Simplicity!
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Understanding Today’s Service Creation
Too much Complexity!

Limited Cross-domain Automation

i I I

Metro Network Domain Core Network Domain Data Center Domain

R

Ethernet MPLS

Centralized Delivery
of Services

HW Appliances

ey S

v Multiple network domains under different management teams
v" Manual operations
. v Heterogeneous Underlay and Overlay networks

' E2E service provisioning is lengthy and complex:
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Next Generation
Technologies



Next Generation Requirements

High availability (5 9s+)

Fast converging (subsecond)

Low latency (<50ms) and low jitter for real time communication services

Ultra-High Scalability (thousands to 100,000+ nodes, global scale)

Traffic Engineering and Steering as needed
Fault-domain isolation and service segmentation
Greater Efficiency (higher average utilization)

Secure and Programmable Infrastructure

© 2020 Cisco and/or its affiliates. All rights rese

rved. Cisco Public

21



New

Technology

Segment Routing 101

Source Routing
« The source chooses a path and encodes it in the packet header as an ordered list of segments

« The rest of the network executes the encoded instructions

Segment: an identifier for any type of instruction

« Forwarding or Service

Forwarding Plane Options:
« MPLS: an ordered list of segments is represented as a stack of labels

« |Pv6: an ordered list of instructions is encoded in IPv6 header

Standards Driven, Multi-Vendor Solution
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Unified ‘Network as a Fabric’ for Service Creation

» Converged SDN Transport

&

Simplify

.

%=l |

——
Compute Leaf Spine ||

Homogenous Cross-domain Automation

i

SDN

" Metro Network Domain || || Core Network Domain " " Data Center Domain

EVPN

Segment Routing

SDN SDN

Unified underlay and overlay
networks with segment routing
and EVPN

E2E Cross-domain automation with

model-driven programmability and
streaming telemetry

Automate

Enable distributed service delivery and
speed up service creation

Virtualize
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Consolidate Service and Transport using SRv6
Future State ...

Homogenous Cross-domain Automation

2
SDN SDN SDN

Data Center Domain

Metro Network Domain Core Network Domain

( SRV6 Transport and VPN L2/13

Centralized Delivery
of Services

HW Appliances

v SRv6 — Transport and Services both built into the IPv6 header

Simplify Further by Combining Service and v' Unified Transport and Services
Transport v Multiple network domains under same management teams

v Automated Operations
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Conclusion



Converged SDN Transport

Crosswork Network

o~ Controller

Centralized DC

Aggregation

A
SL/PON

D
. I Edge DC Regional DC Internet

Ethernet
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Thank you
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