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Hungaro DigiTel - Bemutatkozas

e Hungaro DigiTel (HDT) Kft. egy magyar-portugal tulajdonu vallalat
* Eurdpa vezetd VSAT szolgaltatoja és mar 25 éve a piacon van
* Az utdbbi években jelent8s IT és IT Biztonsagi projekteket valdsitott meg

» Wifi kbzponti menedzsment platform

* VVB2017 IT biztonsagi megoldas szallitdja
* DDoS védelmi szolgaltatasok biztositasa

* Hatarvédelmi megoldasok

* Log elemzés

* SOC
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Hogyan védekezziink?

e Tlzfalak,

e Behatolas védelmi eszk6zok (IPS)
e Proxy-k, WAF-ok, Email sz(irék

e Végponti védelemi rendszerek
e DDoS védelemi megoldasok

e Sérulékenység vizsgalok

o Titkositd eszkozok
e Email sz(ir6k
e IDM, MDM, DLP




Mit kezdiink a logokkal?

Show importance @ H

Event date Name Component JH User
A\ 2018, 10. 12, 9:00:37 Object not processed File Anti-Virus H... NT AUTHORITY\SY: Show importance () /20
»u: 2018. 10. 12, 9:20:38 Task started System Watcher Ka... NT AUTHORITY\SY: Eventdate Name Component = eer - Resdlt »_ Object - Reason A
{‘f‘ 2018. 10. 12, 9:20:37 Task started Web Anti-Virus Ka... NT AUTHORITY\SY £ 2018. 10. 12. 9:00:37 Object not processed File Anti-Virus H... NT AUTHORITY\SYSTEM Not processed C:\windows\system32\sru\... Skipped
@ 2018. 10. 12, 9:20:37  Task started IM Anti-Virus @018, 10, 12.9:20:38  Taskstarted System Watcher Ka... NT AUTHORITY\SYSTEM Task started System Watcher
\;4 2018. 10. 12, 9:20:37 Task started File Anti-Virus Receive Time Type From Zone To Zone Source Ssé Destination | ) 2018. 10. 12. 9:20:37 Task started Web Anti-Virus Ka... NT AUTHORITY\SYSTEM Task started Web Anti-Virus
2018, 10. 12, 9:20:37 Task started Firewall @ 2018. 10. 12, 9:20:37 Task started IM Anti-Virus Ka... NT AUTHORITY\SYSTEM Task started IM Anti-Virus
2018, 10, 12, 8:20:37  Task started Mail AntiVirus s = e e i ! @018, 10. 12.9:20:37  Taskstarted File Anti-Virus Ka... NT AUTHORITY\SYSTEM Task started File Anti-Virus
O 2018, 10, 12, 9:20:37 Task started Network Attack E‘ 2 \:,\r 2018. 10. 12, 9:20:37 Task started Firewall ) Ka... NT AUTHORITY\SYSTEM Task started F|r§wa\|}
P = ) 2018. 10. 12, 9:20:37 Task started Mail Anti-Virus Ka... NT AUTHORITY\SYSTEM Task started Mail Anti-Virus
9 2018. 10. 12. 9:14:04  Taskstarted System Watche( 5~ - - - @ 2018, 10. 12. 9:20:37  Task started Netwark Attack Blocker Ka... NT AUTHORITY\SYSTEM Task started Network Attack Blocker
©2018. 10. 12. 9:14:03  Task started Web Anti-virus | 6> @ 2018 10. 12. 91404 Taskstarted System Watcher Ka... NT AUTHORITY\SYSTEM Task started System Watcher
o) 2018, 10. 12, 9:14:03 Task stag” ! T - S - : C Ka... NT AUTHORITY\SYSTEM Task started Web Anti-Virus
© 2018. 10. 12, 9:14:03 Task stal \@ 100.64.04 - PuTTY Ka... NT AUTHORITY\SYSTEM Task started IM Anti-Virus
M} 2018, 10. 12, 9:14:03 A Ka... NT AUTHORITY\SYSTEM Task started Fl‘é Ant]»-Vlrus
M} 2018. 10, 12, 9:14:03 Ka... NT AUTHORITY\SYSTEM Task started M‘al\ Anti-Virus
Ka... NT AUTHORITY\SYSTEM Task started Firewall
© 2018. 10. 12. 9:14:03 Blocker Ka... NT AUTHORITY\SYSTEM Task started Network Attack Blocker
Ka... NT AUTHORITY\SYSTEM Task stopped File Anti-Virus
Ka... NT AUTHORITY\SYSTEM Task stopped Firewall
Ka... NT AUTHORITY\SYSTEM Task stopped Web Anti-Virus
Ka... NT AUTHORITY\SYSTEM Task stopped IM Anti-Virus
Blocker Ka... NT AUTHORITY\SYSTEM Task stopped Network Attack Blocker
Ka... NT AUTHORITY\SYSTEM Task stopped Mail Anti-Virus
Ka... NT AUTHORITY\SYSTEM Task stopped System Watcher
Ka... NT AUTHORITY\SYSTEM Task started System Watcher
Ka... NT AUTHORITY\SYSTEM Task started Web Anti-Virus
Ka... NT AUTHORITY\SYSTEM Task started IM Anti-Virus
Ka... NT AUTHORITY\SYSTEM Task started Mail Anti-Virus v
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<., Sikeres naploz s
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=l Sikeres naploz :
<., Sikeres naploz
=, Sikeres naploz§
<., Sikeres napléz
ﬁ Sikertelen nap




Tarolas

Log
forrasok

Log szerver
(nyers logok)

|
r Indexelés - Gyors disk-ek
— = - Uj logok indexelése
- = - valds idejli keresések
|
Archivalas
Lassabb disk-ek
- ritkabban hasznalt logok




Kereseés

Ki? Mit? Mikor?




SIEM

Dashboard, Korrelacio, Threat feed, Riasztas, Riportok

+
SOC

Folyamatos monitorozas, Biztonsagi szakértelem, Incidens kezelés,




Thank you for your attention

Contacts:
Hungaro DigiTel Plc.
2310 Szigetszentmiklds-Lakihegy
Komp u. 2.
Hungary
info@hdt.hu
https://www.hdt.hu/en/
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