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Malware 

 malicious software 

– virus, worm, Trojan, ... 
 

 typical delivery methods  

– e-mail attachment 

– drive-by-download 

– watering hole 

– infected media (e.g., USB stick) 
 

 infection by exploiting known or publicly unknown vulnerabilities 

– bugs in the OS and in popular applications (e.g., browser, pdf reader, 

office suite) 
 

 complete control over compromised computers (including smart 

devices) 
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Campaigns discovered since 2010 
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source: https://apt.securelist.com/ 
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Common theme 

 targeted  victims are not random, but chosen on purpose 
– a given organization or (set of) individual(s) 

 

 highly customized tools and intrusion techniques 
– malware delivery by spear phishing and social engineering 

– using partners in the supply chain as stepping stones 

– multiple different exploits (often zero-day or very fresh) 
 

 stealthy operation and persistence  
– bypassing mainstream AV and security products without detection 

– careful design and intensive testing to avoid causing anomalies 
 

 well-funded and well-staffed                                      
organizations behind 
– military or state intelligence 
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Challenge #1: Sophisticated delivery methods 

 spear phishing and social engineering 

– raising awareness by education may not be sufficient 

– when was the last time you opened an attachement or clicked on a 

link in an e-mail? 

• 5 minutes ago? 1 hour ago? 1 day ago? 

 

 zero-day exploits 

– keeping OS and applications up-to-date do not really help 

– traditional security products do not really help 

– zero-day exploits do exist and will remain with us ! 

• some companies build their business model on this 
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Challenge #2: Stealthiness and persistence  

 careful design and intensive testing 

– avoid anomalies and detectable side effects 

– attackers buy mainstream security products and fine-tune their 

malware until it by-passes detection 

– when ”APT detection” products (e.g., Sourcefire, FireEye, ...) will 

become mainstream (or simply an obstacle to the attacker), then they 

will be acquired and tested too 
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New anti-APT tools are no silver bullets 

 they claim to detect previously unseen, new malware 

 how good they are? 

 testing them needs previously unseen, new malware 

 we developed 4 custom samples that resemble targeted malware 

– all test samples implemented RAT functionality 

– remote C&C communication via back-connect 

– 2 weeks of development without access to any anti-APT products 

 then we tested 5 products (in 2014), and got this result: 
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Challenge #3: Attackers are rich in resources 

 we do not know how rich they are, but ... 

– a zero-day exploit costs ~250K USD on the black market 

– malware such as Stuxnet needs to be tested too 

• who has an uranium centrifuge at home? 

 

 and they are certainly richer than many of their targets... 
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Size of victim organizations 

small organizations in the 

supply-chain of large ones 

are often used as 

stepping stones  
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So, we face attackers ... 

 

 with large amount of resources (challenge #3) 

 in possession of lethal weapons (challenge #1) 

 having much much more knowledge about us, than we have 

about them (challenge #2) 

 

                   Who said its a fair game, after all? 
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Motivation 

 modern operating systems require digital signature on 

system software before it is installed 

– drivers, OS updates, ... 
 

 advanced attackers (APTs) started to use malware signed 

with compromised keys or fake certificates 

– kernel drivers used by Stuxnet and Duqu were signed with 

compromised keys of otherwise legitimate hardware 

manufacturers 

– Flame appeared to be a signed Windows update; certificate chain 

contained a fake certificate that looked like a valid Microsoft 

certificate 
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Motivation 

 more recent examples 
 

– Winnti (2011, 2013) 

• in 2011, the group infected players of a popular online game via a malicious 
game update signed with the possibly compromised key of a South-Korean 
game vendor 

• attacks against South Korean social networks Cyworld and Nate in 2011 
used a Trojan that was digitally signed using a certificate stolen from a 
Japanese gaming company 

• a digital certificate of the same company was used in 2013 in Trojans 
deployed against Tibetan and Uyghur activists 

 

– return of Wild Neutron (2015) 

• successful cyber espionage attacks on companies such as Apple, Facebook, 
Twitter and Microsoft in 2013 

• attackers returned in 2015 and used a dropper that was signed with a stolen 
and still valid code signing certificate belonging to Acer 

 

 problem: standard signature verification procedure does not allow 
for detecting key compromise and fake certificates 
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ROSCO 

 we designed and implemented ROSCO, a Hadoop cluster 

for storing a massive amount of signed objects 
 

 our crawlers collect signed objects from the Internet 

– certificates (~60 million) 

– exe and dll files (~500 000) 

– apk packages (~100 000) 
 

 ROSCO can be used 

– to provide reputation information on signers and signed code  

– to notify key owner when a new object signed with his key is seen 
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Use case: Checking signer reputation 
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Use case: Checking signer reputation 
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what else has ivan signed? 

com.androidemu.harvemm1 

com.androidemu.harvespmxd 

com.androidemu.harvedragon3 

com.harvesters.linkupwow 

... ivan 
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Use case: Checking signer reputation 
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Use case: Alerting key owners 
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Use case: Alerting key owners 
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Design and Implementation of a  

PLC Honeypot 
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in collaboration with MIK and the AddICT lab of our department 

work funded by EIT Digital in the Smart Energy Systems action line 
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PLC honeypot 

 a decoy system that apears to be a real PLC 

 allows for the observation of attacker steps 

 our honeypot simulates a Siemens Simatic 300 PLC 

 high interaction level (set values can be read back) 

 special attention to make it indistinguishable from a real PLC 

 web based honeypot management system 
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avatao offers hands-on IT security exercises  

for people to sharpen their skills 
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the most recent spin-off from the CrySyS Lab 
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avatao – on-line IT security exercises 
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avatao – advantages 

 convenient for students 

– no need to install anything, it just works 

– potential solutions can be submitted and there’s immediate response 

– if something goes wrong, just re-start any time the exercise 

– many exercises have a step-by-step solution guide 
 

 offers great opportunities for teachers 

– no need for infrastructure to set up and maintain 

– there are already 250+ exercises (and growing) 

– it takes just a few minutes to create a new path 

– can be used for homeworks, lab exercises, exams, CTFs, ... 

– free access by contributing new content 
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Conclusions 

 we face attackers 
– with lot of resources (~challenge #3) 

– in possession of advanced cyber weapons (~challenge #1) 

– having substantially more knowledge about us, than we have about them 
(~challenge #2) 

 

 it seems that our traditional security tools (firewalls, IDS, AV 
products) are ineffective against such attackers 

 

 we need to improve 
– preventive tools (although they will never be perfect!) 

– detection speed (1 year  1 day) 

– information asymmetry between attackers and defenders 

– information sharing between victims and security companies 

– education and training of good security experts 
 

 plenty of room for innovative research and better education 
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