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Guest Editorial

Abstract—This special issue brings selected papers from 
the 2019 Central European Conference on Cryptology, held 
in Telč, June 12-14, 2019.

This special issue focuses on the area of applied cryptog-
raphy, bringing up selected papers from the 2019 Central 

European Conference on Cryptology, covering various aspects 
of cryptology. All accepted papers went through two rounds of 
reviews and the authors duly incorporated the feedback in their 
revised papers.  

The first paper of Michal Andrzejczak and Wladyslaw Dud-
zic “SAT Attacks on ARX Ciphers with Automated Equations 
Generation” investigates a new approach to algebraic attacks on 
block ciphers with SAT solvers. Authors try to find encryption 
keys for ciphers SIMON and SPECK by solving a specific sys-
tem of equations. The equations are converted to satisfiability 
problem, and solved with standard SAT solvers. The novel ap-
proach of the authors is not to model so-called key expansion 
algorithm, producing a smaller system, but with a possibility of 
finding invalid keys. Probability of invalid keys is reduced by 
using multiple input-output pairs, which however increases the 
system.

 The second paper of Mithilesh Kumar et al. “Reducing Lat-
tice Enumeration Search Trees” deals with the security of post-
quantum lattice-based schemes. In particular, the paper focuses 
on algorithms solving the shortest vector problem (SVP). Two 
optimized methods are proposed in the paper. The first method 

(hybrid enumeration) is based on finding suitable permutations, 
the second (sign-based pruning) is based on the estimation of co-
efficient signs. The paper also presents the experimental results 
provided for both methods and the comparison with standard 
techniques.

The third paper “The search of square m-sequences with 
maximum period via GPU and CPU” of Paweł Augustynowicz  
and Krzysztof Kanciak is concerned with the efficient parallel 
search of square m-sequences on modern CPUs and GPUs. The 
authors come up with the idea to exploit particular vector proc-
essor instructions, with the aim to utilize the advantages of the 
Single Instruction Multiple Data and Single Instruction Multiple 
Threads execution patterns. The authors also present the early 
abort sieving strategy based on the application of SAT-solvers. 
The paper shows that the proposed solution can exhaustively 
search m-sequences up to the degree 32.

The last paper “A New Type of Signature Scheme Derived 
from a MRHS Representation of a Symmetric Cipher” of Pavol 
Zajac and Peter Špaček introduces a fundamentally new idea of a 
post-quantum signature scheme. The scheme is defined by Mul-
tiple-Right-Hand-Side (MRHS) equations representing the en-
tire SPN of the given cipher. The paper describes key procedures 
of the algorithm (key generation, signature generation, signature 
verification) and provides simplified examples for some critical 
steps of the algorithm. The security of the scheme is based on 
the difficulty of solving MRHS equations, or equivalently on the 
difficulty of the decoding problem (both are NP-hard).
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