
Információbiztonsági megoldások
az oktatási szektorban
Never Trust, Always Verify
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• In 2024, over 100 billion records were 
shared in underground forums, a 42% 
increase from 2023.

• The business of corporate infiltration:

• Corporate VPN credentials (20%) 

• RDP access (19%) 

• Admin panels (13%) 

• Webshells (12%)

• Well-known groups selling this type of 
information on the darknet provide the 
data and streamline these resources to 
make it easy for a threat actor of any 
skill level to carry out an attack 
successfully.

“Credentials are the currency of cybercrime"
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Never Trust, Always Verify for resource protection  

Zero Trust Principles

Grants network access only after 

identity is authenticated and 

authorized

Limits network access only to 

necessary resources/applications

Continuously adjusts network 

access in near real time, based on 

device/user context

Zero trust is 
a paradigm

Assume the 
presence of 

hostile actors

Establish 
identity

Limited 
access

Risk based 
adaptive 
access

Zero Trust

Principles

Source: Gartner
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ZTNA: Moving to Universal ZTNA

Universal ZTNAZTNA

Pandemic
Remote

Now
Remote   |   Campus   |   Devices



5© Fortinet Inc. All Rights Reserved.

SaaS Apps

Any Application

Fortinet Universal ZTNA Solution

Data Center

ZTNA Application Gateway
(Access Proxy - Enforcement)

Any Location Verified user identity, device identity 
and continuous posture checks

Campus

Branch

Remote

FortiClient Agent

Agentless / BYOD

EMS

Endpoint Management
Server
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Security Posture Tags for Zero-Trust Access

FortiGate (ZTNA App Gateway)

FortiClient

EMS

1. Define Security Posture 

Tagging Rules

Continuous Posture Assessment for ZTNA

Real-time Endpoints Posture using Tags

• Posture Tags are labels assigned to endpoints based on 

endpoint posture checks every 60s

• One or more tags can be assigned per endpoint

Flexible Posture Tagging Criteria

• Posture tagging rules can be based on multiple criteria 

• Example: AD Group, Domain, Endpoint Security (AV, EDR), 

OS, Vulnerability

Policies based on Dynamic Posture Tags 

• Tags can be used to as a part of ZTNA policies 

• Tags also can be used as a part of NGFW/VPN policies to 

enhance security posture for IPSec VPN 

2. Endpoint Posture 

Checks (every 60s)

3. Posture tags

Sent to EMS 4. Posture Tags sent to 

FortiGate using EMS 

Fabric Connector

5. ZTNA Policy Enforced

High-Risk: Deny

Application

High-RiskPosture Tag:

Rule Definition: 

High-Risk Tag:

AV Status: Off  OR Vuln: Critical
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Phase 1

• VPN with posture 
checks

• Posture checks 
even before VPN 
connection setup

• Continuous posture 
checks during VPN 
session

Phase 2

• ZTNA for select 
applications

• Target key 
applications to on-
board (e.g., ERP, 
File servers)

• Continuous zero-
trust posture 
validation per 
application session

Phase 3

• Expand ZTNA to 
more applications

• Integrate Endpoint 
Protection and EDR 
as a part of unified 
agent

Flexible and gradual transition to zero-trust model
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