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SOC hasznalati esete

Threat landscape

Malware outbreak informaciok
Brand monitoring riasztasok
CTl alertek

Beszallitoi lanc figyelése
Honeypot adatok
Sériilékenységi informacidk
TTP-k és I0C-k
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Alert Distribution (68s)
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SWAT hasznalati esetek # - s

Leaked credentials

Malware logs

IP és Domain informaciok
APT csoportok és jellemzoik
Malware leirasok

TTP-k és 10C-k
Sériilékenységi informacidk
Hasznos hivatkozasok

...barhol, barmikor
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Avast Q4/2023 Threat Report

“Babuk decryptor, which is now
ered a decryption tool of the Ba

Source Avast | Threat Labs on F¢

Avast Updates Babuk Ransom|

“Babuk victims can find out whe
pted files and the ransom note f

Source Avast | Threat Labs on J3

Free Decryptor Released for B

“A decryptor for the Tortilla varij
argeted by the malware to regai
Source The Hacker News on Jarj

Free Decryptor Released for B

“The encryption key has also be
ware after its source code was |

Source The Hacker News on Jarj

Free Decryptor Released for 1
“Free decryptor released for Bla
Source The Hacker News on Jar]
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Domain
xxxs.info
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<« Iil-Recorded Future® <
IP Address
34.117.186.192
*
29 Risk Level Suspicious
Pt Risk Rules Triggered 50f 77
Total References Insikt Group Research
1000+ 0
First Reference Latest Reference
Dec 14, 2023, 00:51 Apr 30, 2024, 05:06
ASN GEO
AS396982 Kansas City
ORG

GOOGLE-CLOUD-PLATFORM

lil- Recorded Future Al Insights % [ 10
Generated based on 5 Risk Rules
The IP address 34.117.186.192 has been identified by
the Proofpoint Reputation Feed as being associated
with adware and spyware activities, specifically used
to report user activity on April 22, 2024. This indicates
that the IP address is linked to malicious behavior
aimed at monitoring and potentially compromising us...
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This service has been seized as part
of a coordinated international
law enforcement action against
the RagnarLocker group
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