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Color Category Count
Network{Dionaea) 8,269
[ ] Network(honeytrap) 8,849
[ ] SSH/console{cowrie) 1,676
RDP{rdpy) 1,582
Passwords{heralding) 1,472
Deprecated Honeypot 185
[ ] Webpage 158
E-Mail(mailoney) 81
Service(ES) 43
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sonty For development purposes only For davelopment purposes only For development purposes only For development purposes onty For developm
L] Good Reputation ®| @ Neutral Reputation L Poor Reputation Click on a marker to see more information
Google
IP ADDRESS : 3 NETWORK OWNER v LAST DAY VOL s VOL CHANGE s EMAIL REP v
=8 2395.16.209 2395.16.209 ColoCrossing 6.5 +2500% * Poor
=8 4511.89.131 gonzales.newzealandgarden.com Heymman Servers Corporat.. 6.3 +1902% 1 Poor
103.29.183.105 103.29.183.105 = 6.3 +2500% 1+ Poor
=8 147.135.12429 147.135.124.29 OVH SAS 6.3 +2500% Poor
103.29.183.102 103.29.183.102 = 6.2 +2500% * Poor
=8 2395.16.212 2395.16.212 ColoCrossing 62 +2500% Poor
c I R L =8 135.148.145.103 registersee.sa.com OVH Hosting 62 +2500% 1+ Poor

sl 211.75.158.217 ms7.iware.com.tw Chunghwa Telecom 62 +209% + Poor
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Babuk Ransomware (Babuk Locker, Babyk Locker, Ba

Victims & Exploit Targets
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byk Ransomware)
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obd Notes 104 Insikt Group Notes Show recent events or cyber events
Malware Category Ransomware
E.j\ References 10 000+
First Reference Dec 31, 2020
Latest Reference Apr 30, 2024
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Summary of technical links for 100% of 12 total events between Apr 24, 2024 - Apr 26, 2024 Show in Table
Indicators & Detection Rules
Hash Malware Signature -
adb10da10d9e2cc882b... 80 Gene.Win.Harmlet.603...
37652b0c01d717b554c... 70 HEUR/QVM19.1.EE3B.M...
fe7872d155c7a6a87713... 70 Malicious
10 more
Actors, Tools & TTPs
MITRE ATT&CK Enterprise
Identifier s
T1012 (Query Registry)
T1036 (Masquerading)
T1057 (Process Discov...
12 more v
INSIKT GROUP RESEARCH LINKS Learn More @
Summary of technical links for 100% of 51 primary research notes between Jan 3, 2021 - Feb 1, 2024 Show in Table
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#5 Informed by 12 Referenc

Avast Q4/2023 Threat Report

“Babuk decryptor, which is now
ered a decryption tool of the BaJ

Source Avast | Threat Labs on F

Avast Updates Babuk Ransom

“Babuk victims can find out whe|
pted files and the ransom note fJ

Source Avast | Threat Labs on J

Free Decryptor Released for B
“A decryptor for the Tortilla varil
argeted by the malware to regair
Source The Hacker News on Jan

Free Decryptor Released for B]

“The encryption key has also beg
ware after its source code was |

Source The Hacker News on Jan|

Free Decryptor Released for Bl
“Free decryptor released for Bla
Source The Hacker News on Jan)
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IP Address
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LJ
29 Risk Level Suspicious
o Risk Rules Triggered 50f 77
Total References Insikt Group Research
1000+ 0
First Reference Latest Reference
Dec 14, 2023, 00:51 Apr 30, 2024, 05:06
ASN GEO
AS396982 Kansas City
ORG

GOOGLE-CLOUD-PLATFORM

‘lil- Recorded Future Al Insights % [0 0

Generated based on 5 Risk Rules

The IP address 34.117.186.192 has been identified by
the Proofpoint Reputation Feed as being associated
with adware and spyware activities, specifically used
to report user activity on April 22, 2024. This indicates
that the IP address is linked to malicious behavior
aimed at monitoring and potentially compromising us...
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Tapasztalatok

Home Page of Ragnar_Locker Leaks site

1@3

RAGNAR _LOCKER

WALL OF SHAME

Here will be permanent list of companies who would like to keep in secret the info

leakage, exposing themselves and their customers, partners to even gre

This service has been seized as part
of a coordinated international
law enforcement action against

the RagnarLocker group

& POLICIJA

CTRL CYBER THREAT RESILIENCE TEAM BY

Naprol napra valtozé adatok és szolgaltatasok
Draga szolgaltatas

Nagyon sok adat elérhet6é a CTl forrasokban

Sok a kiszivargott felhasznaloi adat

Sikeres tamadasrol néhany nap alatt értesiiliink
Hasznos, hogy tudjuk, mi lehet a tamadok kezében

OSINT elmozdult fizet6s iranyba

A gyartoi feedek csak az adott technoldgiakra
hasznalhatoak

Kicsi az orszag, kicsik a cégek - kevés az
informacio

A scoreing nagyon mas mindenhol
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