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A kiberbunozes
allapota

Amint a kibervédelem fejlodik és egyre tobb szervezet

valasztja a proaktiv megkozelitést a megel6zés terén, a
tamadok alkalmazkodnak technikaikhoz



A kiberb(in6zés allapota

Ransomware allapota

Ember altal mikodtetett ransomware Az atlagos ember altal végrehajtott tamadas
célzasi és sikerarany modell

Stop the attackers before Deployment!
they reach the ransomware
deployment phase

Pre-ransomware Ransomware

This phase can range from a few ERINENE

‘ : ! 5 OO potential target
PR organizations
4 A ']
days to several weeks or months, EeIIREN¥eI1)Y

encounter activity A ) »
60 I ated with known although it has been shortening  EEallalf|{=
P /are attackers over the past two years.

are successfully
compromised

A tamadoknak inkabb hitelesito
falls victim adatokra van szukségik muveleteik
to a successful . , . . p
ransomware event SIkereheZ, mint a rosszindulatu
szoftverekre. EQy egész szervezetet
érinto, sikeres emberi iranyitasu
Microsoft Defender for EndPOint (EDR) adatai a|apjén Zsa rolévirus_fertézés ala pvetéen egy
magasan privilegizalt fiokhoz valo

hozzaférésen mulik.




Ransomware tapasztalatok

62%

74%

Alacsony
érettségu
biztonsagi
operaciok

Nem
megfeleld
alkalmazas
biztonsagi

eljarasok

93%
87% 86%
74%
65%
Modern security Nem Nem MFA hianya Informacio
keretrendszerek elégséges  biztonsagagos védelmi
adoptacidjanak  privilege identity controlok
hianya access és provider hianya
lateral beallitasok
movement
controlok

‘A kiberb(inézés allapota

Ransomware incidensek és
helyreallitasi projektek agazatonként

IT 4% ‘\ / Ma nufacturlng 28%

-,

Energy 8%

Educatlon 8%

Government 8%

93%

a Microsoft ransomware
helyreallitasi vizsgalatainak
kimutatta, hogy nem
elégségesek a privilege access
és lateral movement controlok.



Nemzetallamokhoz
kotheto fenyegetések

Az allami szerepl6k egyre kifinomultabb
kibertamadasokat inditanak, hogy elkeruljék a
felfedezést és tovabbi stratégiai prioritasaikat
eldmozditsak.
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About our nation state data

Sample of nation state actors and their activities

Russia

No

NOBELIUM

Sr

STRONTIUM

59

SEABORGIUM

Ir

IRIDIUM

IT, government,
think tanks,
higher
education

APT29

Government,
defense, think
tanks, higher
education

Fancy Bear

Intelligence/
Defense
personnel, think
tanks

Callisto Group

Critical
infrastructure,
operational
technology

Sandworm

Commonly

Sym bol targeted sectors

ACTIVITY

GROUP

Ac

ACTINIUM

Br

BROMINE

Ukrainian government,
military, law
enforcement

Gamaredon

Energy, aviation, critical
manufacturing, defense
industrial base

EnergeticBear

Government,
R a education,
defense

RADIUM

Communications

G a infrastructure,
IT, government,

education
SoftCell

GALLIUM

Israeli defense

P O industry, IT

POLONIUM

Ni

NICKEL

Gd

GADOLINIUM

Government.
NGOs

APT15
Vixen Panda

Telecommunications,
NGOs, government

APT40

Ce

CERIUM

Cn

COPERNICIUM

Government,
defense, energy,
aerospace

Cryptocurrency and
related technology
companies

APT38,
Beagle Boyz

BOHRIUM

Nation State Threats

Media, human rights

P activists, politicians,

and US transportation
and energy

PHOSPHORUS

Charming Kitten

IT, shipping

B h companies, Middle
East governments

Tortoiseshell

North Korea

Science and
technology,
defense, industrial

PLUTONIUM Andariel, Dark Seoul,

Silent Chollima

Think tanks,

O academics,
S NGOs, government

osmium | Konni

Government,
defense, science
and technology

Lazarus




Az allanddan valtozo fenyegetési
kornyezet

Allami szereplék altal célozott iparagi szektorok

Communications

2% Information technology
Intergovernmental
organizations

2%

Transportation

2%

-

.

(Other
20%
22%
L S

2%
Media Think tanks/NGOs
4% 17%

Finance

5% 64"”/ \

10% 14%

Az elmult évben megnétt az allami
szereplok altali kritikus infrastrukturat
célzé tamadasok aranya.

Nation State Threats

Nation state actors’ geographic targeting
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Nation State Threats

A sebezhetdségek gyors kihasznalasa

A sebezhetoség
arucikke tetelének
sebessége és mertéke

Vulnerability
publicly
disclosed

J 120 days

Patch Exploitation POC code released Available in
released in wild on GitHub scanning tools




Cyber Resilience —

A modernizacié kockazatainak és elonyeinek
megertése meghatarozo fontossagu —

N



Cyber Resilience
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Mit latunk DDoS oldalon?

DDoS attack duration distribution
(March 20-21May 2022)
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leber Resilience

United States 54%
United Arab Emirates 1%

Australia 1%

Japan 1%

South Korea 1%

East Asia 8%

A jatékipar tovabbra is a
DDoS tamadasok legfébb
célpontja.



The cyber resilience
bell curve

Minden orgazniacio szamara
javasolt lepések:

-Multifactor Authentication (MFA)
-Zero Trust

-Modern Anti-Malware / EDR
-Patching (Hardver / Szoftver)
-Data Protection (Backup)

98%

Basic security hygiene
still protects against
98% of attacks

Enable multifactor
authentication

Apply Zero Trust
principles

Use modern
anti-malware

Keep up
to date

Protect
data




== Microsoft

Koszonom a figyelmet!

S Learn more: https://microsoft.com/mddr

9 Dive deeper: https://blogs.microsoft.com/on-the-issues



https://microsoft.com/mddr
https://blogs.microsoft.com/on-the-issues/

