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Napirend

o MITRE ATT&CK keretrendszer bemutatasa
o Pénzlgyi szektort érinto tamadasok

o Pontozasi rendszer

o Heatmap

o Riasztas kialakitasa

o Tesztelés

o Kérdések és valaszok
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CTI - Cyber Threat Intelligence

Hypothesis hunting

TTPs— =«  Tough

Tools Challenging
Intel based hunting

‘ '"\: 7‘ ;:4 i ', , \v ; .‘ : ; Annoying

Domain names Simple

IP addresses Easy

Hash values Trivial
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MITRE ATT&CK keretrendszer bemutatasa

o TTP alapu threat intel

o 3 f6 domain: Enterprise, ICS, Mobile

o Enterprise a legérettebb: 14 taktika; 192 technika; 401 al-technika (v12)

o Tokeletes a kiberbiztonsag detekcios képességek technikai érettségének
nyomonkovetéesere

o Nem megfeleléen hasznalva hamis biztonsageérzetet eredmeényez

o Egyre tébb megoldas és keretrendszer tamogatja (Sigma; MISP; STIX; stb.)

o MITRE Atlas))
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Pénzigyi szektort
érinto tamadasok

Retrospektiv
OSINT
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Kampanyok, incidensek és elkovet

Mely technikakra lathatunk példat?

* Silence

e Tonto Team
« WIRTE

e admin@338
 Andariel

« APT-C-36

« APT38
 QakBot

« Zeus Panda
 Dtrack

BlackTech
Carbanak
Javali
PingPull
Pysa
RATANKBA
Regin
Rising Sun
Volgmer
FALLCHILL
Hermeticwiper

TrickBot
Ember Bear
GALLIUM
OilRig

Silence
Tonto Team
Cobalt Group
Lazarus Group
FIN4

Clop

Cuba

oi csoportok

» DarkVishnya
» Deep Panda
« APT19

* menuPass

* Moses Staff
» Poisonlvy

* Appleleus

« Bankshot

« BOOTRASH
* Dridex
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Pontozas

Sulyozas

Layers/score |Impact [Evasion | Complexity | Successfulness | Accuracy | Sum Layers/score  |Impact |Evasion |Complexity [Successfulness | Accuracy |Sum
Cobalt 3 3 3 3 1.4 16.8 DarkVishnya 3 3 3 3 1.2 14.4
Group Deep Panda 4 3 3 3.5 1.4 18.9
Lazarus 4 4 4 4 1.2 19.2 ' ' '
Group APT19 4 4 4 4 1.5 24
FIN4 3 3 2 3 1 11 menuPass 4 4 5 4 1.2 20.4
QakBot 3 4 5 3 1.2 18 Moses Staff 3 3 3 4 1 16
Zgus Panda |2 3 3 3 1.2 13.2 T > > > > 1 3
TrickBot 4 3 4 4 1.2 18

Appleleus 3 4 4 3 1 14
Ember Bear |3 4 3 4 1.5 21 Bankshot > 5 z 5 1 T
GALLIUM 4 3 3 4 1 14
OilRig 2 3 7 7 1 15 BOOTRASH 2 5 3 4 1 14
Silence 3 3 4 3 1 10 Clop 4 3 3 3 1 13
Tonto Team |4 4 4 4 1.5 24 Cuba 4 3 3 3 1 13
WIRTE 3 3 4 3 1 13 Dridex 4 3 4 5 1 16
admin@338 |4 2 2 2 1 10 Dtrack 4 5 5 4 1 18
Andariel 2 3 3 3 1.5 17 FALLCHILL 3 2 3 4 1 12
APT-C-36 3 2 3 4 1 12 Hermeticwiper |4 4 3 4 1 15
APT38 5 3 5 5 1 18 RATFANKBA 3 4 4 3 1 14
BlackTech  [4 3 3 4 14 19.6 Regin 3 3 3 3 1 12
Carbanak |4 3 3 4 1.2 16.8 Rising Sun 2 2 3 2 1 9
Javali 3 3 3 3 0.8 9.6 Volgmer 3 2 2 3 1 10
PingPull 2 2 2 2 1 7
Pysa 4 4 3 4 1 15
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Heatmap bemutatasa

DEMO

https://mitre-
attack.github.io/attack
-navigator/
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Riasztas kialakitasa

Scheduled Task

Masquerading (T1036) (Trickbot péeldaul)
Process Injection (T1055)
Disabling Security Tools
Domain Trust Discovery
Remote File Copy (T1105
Windows Admin Shares

11089)
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Sysmon
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Sysmon

<l-- Event ID 3 == Network Connection - Includes -->
<RuleGroup groupRelation="or">
<NetworkConnect onmatch="include">

<lmage name="technique_id=T1070,technique_name=Indicator Removal on

Host" condition="image">wevtutil.exe</Image>

<lmage name="technique_id=T1053,technique_name=Scheduled Task/Job"

condition="image" >taskeng.exe</Image>
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Auditd

Initial Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command And
Escalation Control

9 items 10 items 13 items 7 items 22 items 9 items 13 items 6 items 10 items 9 items 21 items

Drive-by Compromise ___ Binary Padding _— Application Audio Capture Automated

Exploit Public-Facing Brute Force Browser Bookmark gzgl‘z;:r;ent Automated Exfiltration

Application Exploitation for Bootkit Discovery Collection Data Compressed

Client Execution

Browser Extensions _

Hidden Files and
Directories

Hardware Additions

- Graphical User
Spearphishing Interface
Attachment

Sudo Caching

Spearphishing via —_—
Service Scripting Web Shell
Supply Chain Source

Port Knockmg

Trap

Web Shell

Space after
Filename

Trap

Compromise

Trusted Relatlonshlp

Credential Dumping

_ Credentials in Files

Exploitation for
Credential Access

Exploitation for
Defense Evasion

Network Sniffing

Private Keys

Hidden Files and Two-Factor
Directories Authentication
Interception

HISTCONTROL

Indicator Removal from
Tools

Install Root Certificate
Masquerading

Obfuscated Files or
Information

Port Knocking

Rootkit
Scripting

Space after Filename

Exploitation of
Remote Services

SSH Hijacking

File and Directory Clipboard Data

Discovery Data from

Information
Repositories

Network Service
Scanning

Data from Local
System

Network Sniffing

Data from Network
Shared Drive

Data from
Removable Media

Process Discovery

Data Staged
Input Capture

Screen Capture

Data Encrypted

Data Transfer Size
Limits Custom Command and
Control Protocol

Custom Cryptographic
Protocol

Data Encoding
Data Obfuscation
Domain Fronting
Fallback Channels
Multi-hop Proxy

Multi-Stage Channels
Scheduled Transfer

Port Knocking

Standard
Cryptographic Protocol




Sigma by Florian Roth

title: Scheduled Task Creation
status: experimental
description: Detects the creation of scheduled tasks in user session
author: Florian Roth
logsource:
category: process creation
product: windows
detection:
selection:

Ligse szt https://github.com/SigmaHQ/

CommandLine: "* fcreate *'

L — sigma/tree/master/rules

condition: selection and not filter
fields:
- CommandLine
- ParentCommandLine
tags:
attack.execution
attack.persistence
attack.privilege escalation
attack.t1853
attack.se111
falsepositives:
- Administrative activity
- Software installation
level: low
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Teszteles

O Why GitHub? Team Enterprise Explore Marketplace Pricing Search

“ Red Canary
- 69 hittp:/ w.redcanary.co [ info@redcanary.co
-llllll‘

@) Ato m iC Red Tea m (R Overview Repositories (26 Packages Feas P—
o https://atomicredteam.io/ato

mics/

invoke-atomic

o Caldera
o https://caldera.mitre.org/

[ Repositories

Language -
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https://atomicredteam.io/atomics/
https://caldera.mitre.org/
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Naprakészen tartas

RegiEtr’)" Run KE‘y‘E
| Startup Folder
(T1060)

THIS is what the

adversary is doing!
The Run key is

Dhr we have
Registry data, we
can detect that!

AdobeUpdater. ATT&CK
CTI @ o E:

. e |
Analyst M lsp . N

Threat Sharing -
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BLACK CELL Kapcsolat

Eléerhetoségeink

Kérjik, hogy latogasson el weboldalunkra, irjon neklink egy e-mailt, vagy lepjen
kapcsolatba kdzvetlenul Ugyfélkapcsolati Menedzsertinkkel!

https://blackcell.io/ info@blackcell.io
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