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Details of Case

In early January 2021, Mr. CIC, a special agent in the FBI, learned that an individual only 
known as Mr. Evil Noodle is allegedly responsible for several of the most expensive 
computer intrusions of all time. Mr. Evil Noodle has a background in computer 
programming for the financial industry. 
According to allegations, some of the various illegal activities and crimes, that Mr. Evil 
Noodle and the organization that he is a part of, may be involved in include: 
● Illegally accessing computer systems without authorization 
● Phishing & ransomware attacks targeting financial institutions across the world 

that have collectively stolen over one billion dollars 
● Illegal drug trafficking 
● Illegal guns and weapons sales 

As illustrated by the information presented by Mr. CIC, a federal arrest warrant has 
been was issued for Mr. Evil Noodle within the United States with the following 
charges: 
● Suspicion of conspiracy to commit wire fraud 
● Suspicion of conspiracy to commit computer-related fraud 
● Suspicion of computer intrusion 



Investigation Scope

Initial Windows 
Machine

Discovered Kali 
Machine

Darknet Store



First Computer

Browsing history was 
discovered indicating 
AlwaysInstallElevate
d privilege escalation 
steps.

Administrator 
Access

Traces of Brute 
Force

Text files with 
password, usernames, 
surnames, dictionary 
words on the local 
computer possible 
used for brute force 
attacks.

Autopsy Scan 
discovered a hidden 
hard drive with 
suspicious text and 
audio files

Hidden Hard 
Drive - Autopsy

Steganography

The art of hiding 
messages in files. 
Uncovered hidden 
messages in two audio 
files indicating that there 
is an illegal online 
marketplace. Uncovered 
hidden kali Linux IP 
address in the picture file.

We have further 
investigated the audio 
files and jpg to trace 
the origin it was 
downloaded from. We 
have that it was 
downloaded from 
Google Drive via an 
utica.edu account.

Tracing the 
files

Liu C., Singhal A., 
Wijesekera D. (2017)



Evidence #1 - Browser history

The evidence shows the intention

and the willingness of the

perpetrator to gain unauthorized

control over the compromised

OS. - U.S. Code § 2512 (1) (b)



Evidence #2

The evidence is a trace of

illegal activities such as

penetrating informational

systems. - U.S. Code §

2512 (1) (b)



Evidence #3
The evidence proves

that the perpetrator tried

to hide his illegal

activities and whatever

information he gained

from them. - 18 U.S.

Code § 371



Evidence #4

Kali Linux is used for penetration testing (legally) but can be

used for hacking as well. Finding traces of the usage of this

type of OS does not prove anything illegal on its own but

with other evidence it is a sign of suspicious activity. - 8 U.S.

Code § 371; U.S. Code § 2512 (1) (b)



Evidence #5
Using encrypted messages

is definitely evidence of

conspiracy. - 8 U.S. Code §

371; 21 U.S. Code § 841 (a)

(1) (2) (b) (A) (i) (ii) (II); U.S.

Code § 922 (1) (A)



Second Computer

Obtained a search 
warrant for the kali 
machine to further 
investigate the case.

Search 
Warrant

Hidden 
Folders

Found scan results 
from „The Harvester” 
which is used for 
reconnaissance to 
gather detailed 
information of 
organizations

We have also found 
several harvester 
scan reports dated 
on the 25/05/2021 
including scanning 
reports of the 
targeted 
organizations.

Harvester Scan 
Reports

Ransomware, 
phising template

The template text file 
used for ransomware 
attacks was found in 
a hidden directory on 
the accused 
computer. 

ext was found which 
contains detailed 
information about the 
targets and victims, 
including VoIP number, 
amount transferred, 
company name, and 
date of contacts. 

Victim list

Liu C., Singhal A., 
Wijesekera D. (2017)



Evidence #6 and #7

The evidence shows that the

perpetrator collected sensitive

information about his targets

including healthcare

insurance companies and

shows the intention of the

perpetrator to explore his

targets. - 18 U.S. Code § 669

(a); 18 U.S. Code § 1030 (a)

(2) (A); U.S. Code § 2512 (1)

(b) U.S. Code § 2512 (1) (b);

U.S. Code § 1343



Evidence #8 and #9
This is directly evidence of a 

committed crime. - 18 U.S. Code §

875 (d); 18 U.S. Code § 876 (d)



Evidence #10

Phishing is an activity of the perpetrator to gain 

more and more sensitive information about the 

future targets. The collected information is often 

used to commit cyber-attacks or are sold on certain 

DarkWeb marketplaces. - U.S. Code § 1343; U.S. 

Code § 1344 (2)



Darknet Store

Discovered the 
address of the 
Darknet store in the a 
ransomware 
template file (refer to 
evidence #8) 

Discovery of 
Darknet Store

Browsing

Visited the website 
and found an illegal 
online for drug and 
gun commerce

Despite having the url 
for the store in the 
ransomware also the 
name of the store The 
Evil Noodle Guns & 
Drugs Shop indicated 
the relation between 
the accused and the 
store

Search Warrant 
and Admin 

access

Admin Access

We have further 
investigated a site 
and found an admin 
panel login where the 
password could be 
easily guessed

Upon gaining admin 
access we have 
inspected several 
reports and 
dashboard to obtain 
information about 
sellings and 
customers

Collecting 
reports



Evidence #11
The evidence directly 

proves two different illegal 

activities achieved by the 

perpetrator. - 21 U.S. Code 

§ 841 (a) (1) (2) (b) (A) (i) 

(ii) (II); U.S. Code § 922 (1) 

(A



Hashes
Since we have only worked with forensics copies of the files 
we have provided the the hashes of the real files

Nelson, B., Phillips, A., & 
Steuart, C. (2019)



Summary
We have found

- direct evidences of commited crimes

- indirect evidences that raise suspicion

- various type of signs that shows conspirative activity

According to our forensic review we determine that sufficient evidence exists to support the pursuit of charges against 

Mr. Evil Noodle for all of the above-mentioned crimes. And Mr. Ismail Morales will have some explaining to do :) 
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