A blockchain a biztonsagos

adattarolas maodja?

Sik Zoltan Nandor

Blockchain Kutatasi Egyestilet, alelnok



Egy kis ,ismétlées”...

* DLT (Distributed Ledger Technology): olyan
decentralizalt adatbazis, amelyet a kulonbozo6
résztvevok kezelnek, és nincs olyan kozponti
hatdsag, amely birokent vagy megfigyeloként
kozremukodne. (...pl. a torrent is ilyen)

* Blockchain: olyan infokommunikacios rendszer,
amely kozpont nélkuli (decentralizalt),
adatbazisakéent lancha rendezett adatblokkokat
kezel, mukodese egyenrangu felek konszenzus
kényszerére, valamint kriptografiai
algoritmusok hasznalatara alapul.




Egy kis ,ismétlées”...

* Tehat a blockchain egy olyan DLT, amely tovabbi
kritériumokat tartalmaz

* ,Plusz opcid” - okosszerzodések (smart contracts)
* De van még mas is, ami tovabbi kritériumokat tartalmazo
DLT (nem blockchain!):
— Tangle (lasd IOTA)
— Hashgraph
— Inter Planetary File System (IPFS)



Kozponti es elosztott fokonyv kozotti kilonbség

Kdzpontositott fokonyv

Ca

Flzete5|
rendszer

2\,

FOkonyv

%]
' %




Blockchain - az , értéekek” internete

Blockchain:

* Mi a megoldando problema:
— Erték kdzvetitése a digitalis vilagban
— Azaz a dupla koltés elkerulése

* Megoldashoz - ,trustless system”:

— Maga a blockchain (kvazi visszafejthetetlenseg,
.alternativ valosaqg” elkerulese)

— Kriptografiai algoritmussal kodolt jelsorozat (az
érték)

— Konszenzus kenyszer (blokk lezarok,
validatorok)
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Kripto vilag
(transfer)

AT 1O O v
—HOHOOOOOO
HOOOOHHOO
olglglglololol g (o]

inlolololyolololo)
O iriri

Apm A um A R R b b b A |

A1 O
—HOHOOOOOO
imlololololgiglolo
O 1O HO

THOOOTHOOOO
O
Aam Aum R b b b b o A |

Digitalis vilag (copy/paste)
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Konszenzus kényszer megoldasok

A

Kulonb6z6 konszenzus kényszer megoldasok leteznek:

* Proof of Work (PoW) - ,mining” - Bitcoin és minden ,,mineable” coin,
pl. Ethereum, Dash, Monero, Zcash

* Proof of Stake (PoS) - ,minting” - pl. Ethereum fogja hasznalni
(Casper kéd) - Reddcoin, Navcoin stb.

* Delegated PoS (dPoS) - EOS, Steem, Bitshares
* Proof of Assignment (PoA) - IOTW (IoT kezeles)
» Stellar/Ripple consensus protocol - Stellar, Ripple
* Delegated Byzantine Fault Tolerant (dBFT) - NEO
* Proof of Elapsed Time (POET)

- Hyperledger Sawtooth’s Lake project
 Proof of Resource (PoR)

- ,HDD mining” - Sia, Filecoin, Burstcoin, stb.



Altalanos blockchain

Blokk 1 kéd Blokk 2

Blokk 1 kod

Adatok 2

Blokk 2 kéd Blokk 3

Blokk 2 kod

Adatok 3

Blokk 3 kod




!l El626 hash \ Blokk 1

Adatok 1

Nonce 1 Blokk 1 hash

Blokkchain a nonce-szal (PoW)

Blokk 2 hash

Blokk 2 hash

Adatok 3

Nonce 3

Blokk 3 hash




Blockchain tipusok




w Blockchain and Distributed Ledger Technology

4 types of blocKchain networks
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Kriptoeszkoz kategoriak




Kriptoeszkoz kategoriak




Mi van ténylegesen a blockchain-ben?




Merkle fa kepzése (altalanos ,,hash” figgvényre)

Hash:
H12 = HASH(H1,H2)

Hash: H1 =
HASH(Data1)




Merkle fa és a Merkle-root a blockchain-ben

Merkle
root
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Eqyszerdsitett abra:
a blokkok tovabbi
adatokat is tartalmaznak
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Blockchain adattarolasra?




What can you do with a blockchain? ML Aoy Laerrg
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Megoldas tipusok: on-chain




Megoldas tipusok: on-chain




Cryptokitties: non-fungible crypto assets

@ For sale = 0.0396

Kitty 240616 - Gen 8
Snappy

@ For sale = 0.3993

Kitty 240601- Gen 9
Snappy

@ For sale = 0.0896

Kitty 240611 - Gen 4
Swift

@ Forsale = 0.2956

Kitty 240570 - Gen 7
Snappy

© For sale = 0.0599

Kitty 240609 - Gen 7
Snappy

@ For sale = 0.0797

Kitty 240568 - Gen 15
Plodding

@ For sale = 0.0798

Kitty 240603 - Gen 7
Snappy

@ For sale = 0.2998

Kitty 240560 - Gen 9
Snappy

Forras: https://www.cryptokitties.co/



Megoldas tipusok: off-chain




Megoldas tipusok: off-chain




Adattarolo blockchain megoldasok




Maldsafeq Features  Safecoin Company More v

Safecoin

Safecoin is a digital token. It can be thought of as the oil in the engine of the SAFE Network, a built in way of ensuring that all users of the
network are compensated for the value they provide. Let's find out how it works...

Global distribution without
human intervention.

Safecoins are distributed entirely by the algorithms within the SAFE
Network. Human beings are not involved in the process. Only 4.3
billion coins will ever be in circulation at one time and each will have
its own unique identity. Safecoins will be recycled when users
exchange them for network services, ensuring there is always a
supply for users to earn.

Farming: an incentive for a
crowd sourced Internet.

Safecoins are given as an incentive to users for providing their
resource to the network. This resource is their: storage space, CPU,
bandwidth and online time that enable the encrypted chunks of




WHAT IS BURST ? ~ FEATURES ~ RESOURCES ~ COMMUNITY ~ DOWNLOAD WALLET
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Proof of Capacity Home | Proof of Capacity

Mining for everyone

The Burst mining system is unlike any other coin in existence: it uses your existing free space on your hard drive to mine coins. Because of this, it is naturally
more decentralized, and very low on power usage. The difference between mining and simply running your computer not mining is so negligible you will not
notice a difference on your power bill. Due to the nature of the mining process, and the fact that it is mineable most efficiently and cost effectively mined on
consumer grade storage hardware, the coin lends itself to being much more decentralized by design. Everyone has free hard drive space, and purchase of
another drive specific for Burst mining represents a small cost. Since the mining process itself doesn't take much power (as hard disks only average <5W power,
just like charging a mobile phone) it makes sense to mine just because you can.

This opens the door to the general public in a way that had never been possible before with other more ‘traditional’ style mined crypto-currencies. The mining
process is very easy on hardware, and to date not a single piece of hardware has been reported to have issues due to the BURST mining process running on it.
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4.4PB 899 16218 $0.7B

Storage Capacity Active Hosts Used Storage Market Cap
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2.4PB 370 591T1B 1.2M

Storage Capacity Storage Providers Used Storage Downloads




Developers CDI'I"If‘I'I.LII'Iit}f Help Pricing News ~ Login

The Future of Cloud Storage

End -to-end encrypted, distributed object storage, where
only you have access to your data. Powered by blockchain

payments.

o~ - "~
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End-to-End Encryption Blazing Fast Higher Availability

Distributed infrastructure Peer-to-peer technology 99.99999%
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PROS PROS

- Sia cheaper than Stor | - Accepts various pagment methods
- Storage marketplace - Fixed prices

- Fully decentralized - Allows to stream videos

- Reguires collateral for hosting - Storage cost 7x more than Sia

- Accepts only SIA coin as payment

- No storage marketplace
- Requires entive blockchain download

- Has centralized brid ge Sisite

b | *V 1GS: |




HDD mining (PoR alapu banyaszat)




A MASSIVE AMOUNT OF STORAGE SITS UNUSED IN DATA CENTERS AND HARD
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EARN FILECOIN FOR
HOSTING FILES

Put your unused storage to work by
becoming a Filecoin miner. Use the
Filecoin mining software to get paid for
fulfilling storage requests on the
Filecoin market.

e Filecoin

DRIVES AROUND THE WORLD.

EXCHANGE FILECOIN FOR
USD, BTC, ETH AND MORE

The Filecoin currency will be traded on
a number of exchanges and supported
by multiple cryptocurrency wallets,
allowing you to easily exchange
Filecoin for other currencies like US
Dollars, Bitcoin, and Ether.

™ Ry
I Kl g

s

RELIABLY STORE FILES AT
HYPERCOMPETITIVE
PRICES

Clients can tune their storage strategy
to suit their needs, creating a custom
balance between redundancy, speed
of retrieval, and cost. The worldwide
Filecoin storage and retrieval markets
make vendors compete to give you
flexible options at the best prices.



IPFS — a legismertebb ,k6zbulso”...







ADD FILE TO IPFS DEMO

demo web ipfs daemon ipfs add

| —
LOCAL PC LOCAL WEBSERVER
chrome ubuntu 16.10

ipfs daemon

Forras: https://medium.com/blockchain-research-lab-akgec/what-is-ipfs-8eb44c0992a4

IPFS

show in gateway

IPFS GATEWAY
https://ipfs.io/ipfs/HASH VALUE

IPFS LOCAL GATEWAY
http://localhost:8080/ipfs/HASH_VALUE



@ PFs | share

Share files using IPFS

Share directly from your device — no cloud needed.

Add your files

Add files to share them directly from your device over
the IPFS network. Anyone with the unique code in your Add files
share link can download your files, so don't add sensitive

or copyrighted material. Learn more.

Keep this page open!

Because you're sharing directly from your device, it's
@ important to keep this page open until the recipient
downloads the files. If you're sharing with a group,

others in the group can help you co-host the files by also
keeping the share page open in their browsers.

Share the link

@ Every share link contains a unique fingerprint called a
CID that enables the recipient's device to find that Forras: https://share.ipfs.io

content on the IPFS network. Learn more.
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Kiterjesztések

0 Biztonsdgi ellendrzés
Tovdbbi bedllitdsok ~ ~

' A Brave névjegye
v12174

Crypto Wallets betditése inditdskor o
Google bejelentkezés engedélyezése a bévitmények szdmdra =
Tovdbbi informacid

Hangouts

Hangouts komponenseket haszndl, hogy lehetévé tegye a képernyémegosztdst és mas ®

funkcidkat a bongészoben.

Médszer az IPFS forrdsok kezelésére Kérés v
IPFS nyilvanos dtjdré cime
https:/idweb.link st

Visszadllds IPFS nyilvénos dtjdréra &
Automatikus visszadllds nyilvdnos IPFS dtjdrdra, ha a helyi csomdpont nem érheté el.

IPFS forrdsok dtirGnyitdsa a bedllitott IPFS Gtjdréra

Automatikusan a bedllitott dtjdrét haszndlja IPFS megolddsokhoz, amikor egy IPFS-atjaré o

forrassal talalkozik.

IPFS Companion

IPFS Companion kiterjesztést haszndl a bévitett IPFS tdmogatdshoz Brave-ben, beleértve a ®

kozénséges IPFS feladatokhoz a bongészosavbdl.

Media Router =
Média-ttvdlaszté komponens haszndlatdval engedélyezi a Chromecastot a bongészoben.

Privét ablak Torral -,

Ezzel elrejtheti a felkeresett oldalak elél az IP cimét.
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IPFS 0.5.0 (2020.04.28)

2 X hooinG . - 2.9 Xerouning

get faster. A fully upgraded 1K node
test network shows a 25x speed-up!

Adding data using the
Badger datastore is now
25x faster than flatfs.

g
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2-5X FASTER - - 92-BX FASTER
FETCHING FINDING
Fetching content once you're Finding the content you want in
connected to multiple peers is the network is now faster and

over twice as fast! Forras: https://blog.ipfs.io/2020-04-28-go-ipfs-0-5-0/ more reliable.
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