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Trendek az informaciobiztonsag teruletén
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TOP 5 uzleti kockazat

g Miert alakulnak ki a
'; blztonsagl problemak Cyber incidents (e.g. cyber crime, IT failure/outage, data

egy szervezetnél? breaches, fines and penalties) 32% 2 (30%) e

Chanages in legislation and regulation (e.q. trade wars and tariffs,
economic sanctions, protectionism, Brexit, Euro-zone 30% 5(22%) A
disintegration)

Natural catastrophes (e.g. storm, flood, earthquake) 27% 3 (28%) =)

Market developments (e.q. volatility, intensified competition/new

? 27% 4 (27%) (=)
entrants, M&A, market stagnation, market fluctuation) ( /
Business interruption (incl. supply chain disruption) 26% 1(33%) v

Source: Allianz Risk Barometer 2019
https://www.agcs.allianz.com/content/dam/onemarketing/agcs/agcs/reports/Allianz-Risk-Barometer-2019. pdf
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Trendek az informaciobiztonsag teruletén

Nation

. z z Unsophisticated Sophisticated Corporate . .
: Organised crime sponsored
Ki bertar,nadaSOk attackers attackers espionage g aftacks
evolucioja
» Scriptkiddies » Hackers » Malicious insiders » Criminal gangs = APT
» Opportunistic hackers » |deological hacktivists » Competitors » Generic and APT
» Hobbyists
You are attacked You are attacked Your current or former You are attacked You are targeted
becauseyouare on the becauseyouare on the employee seeks financial becauseyou have because of who you are,
internetand have internetand have gain from stealing/selling money or something of what you do, or the
vulnerability. information of value or yourlIP. value that can be sold. value of yourlIP.

they disagree with you.

» State sponsored espionage
» Market manipulation
»  Inside information » Competitive advantage
»  Creditcards » Military/political objectives
» Identities
» Cash

Intelligence
» Revenge Gathering
» Personal gain

x
]
] » Stock price manipulation
» Money Data Initial
» Embarrassment Frnene APT Exploitatic
» Becausethey can » Political .
» Amusement » Social Li fe cyc le
» Experimentation » Environmental causes
» Nuisance Privilege Commanc
» Notoriety Escalatic & I

Attacker resources and sophistication

Threats that most organisations recognise the need to mitigate Emphasis on detect and response
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Trendek az informaciobiztonsag teruletén

Tamadok és
motivacioik

BEVEZETES

e of Hacker
Script Kiddies

A hacker that does not possess technical expertise and relies on pre-
developed scripts and programs to perform attacks.

Motivation Includes:
Thrill of the Challenge
Malicious Intent
Financial Gain

Thrill-Seeker

A hacker that break into systems/network for entertainment value
{(non-malicious intent)

Thrill of the Challenge
Admiration of fellow hackers

Insider Hacker

An employee/consultant that performs security exploits within their
firm’s system/network utilizing organizational knowledge. Typically
this type of hacker is a disgruntled/departing employee, contractor or
whistleblower.

L]

L]

Revenge
Exposing firm weaknesses
Deception/fraud

Hacktivists A socially or politically motivated hacker with the intention of fulfilling | Promotion of political or
a social or political agenda. social beliefs
. Website and Social Media
Defacement
Cyberterrorists A hacker with threatening objectives such as harming people or . Invoke Terror/Fear/Panic
destroying critical systems and/or information. L Disruption
. Cause chaos
Cyber Warriors/State |A hacker that works for a specific governments to serve their . Promote governmental
Sponsored military/economic objectives via cyberspace. These hackers have beliefs

limitless time and funding to target civilians, corporations, and
enemies of the state.

Damage economies
Invoke Terror/Fear/Panic
Exert Dominance

Cause chaos
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Hogyan visznek véghez a tamadok egy kibertamadast?

J

Témad éSOk Intelligerlce Stealth Reconnaissance
B P Gathering

. lefolytatasa
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Recon Initial Establish
Attack Foothold
— — —
Attacker Phishing emails  Aftacker gets

searches fora  are sent and/or access into the

focused attack external organization
target vulnerability
exploited

On-site attacker can breach
the wireless of local
networks via local access
often gained through social
engineering.
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Local privieged

Enable

Persistence Recon

Enterprise

Privilege Escalation

access Is hunt after

obtained domain level
elevated
privileges

Internal network Aftaining access

Data Exfiltration

Clean up

Lateral Escalate Gather & Extract
Movement Privileges Encrypt Data
Data
— — —
Obtaining Identify trophy  Data exfiltration Removal of

to domain level access to all data of trophies onto  attack evidence

elevated domain level a secured from all systems

privileges accounts location

account



Milyen problémakkal kiizd altalaban az IT biztonsagi terilet?

Szakértdi csapat

= o8& | 8

Kilsd szabalyzdi megfelelések

s

Szervezeti hierarchia Kéltségvetés

Korszerl rendszerek Bels6 szabdalyozasok
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Milyen problémakkal kiizd az IT biztonsagi tertlet technikai szinten?

. 1. Lejart tamogatasu OS 2. Frissitesek hianya 3. Halozati szeparacio
Leggyakoribb

hianvossaaok Priority Priority Priority
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4_IT biztonsagi tudatossag 5. Végponti védelem 6. Szabalyozasi rendszer
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7. Mentési rendszerek 8. BCP/DRP 9. Adathordozok védelme

m Priority Priority Priority
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10. Felho adatbiztonsag 11. Titkositas 12. Webes alkalmazasok
Priority n Priority Priority
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Motivacios téenyez6k a tamadd, védekezo és vizsgalati oldalon

A helyi izemeltetés miért nem tarja fel a problémat?

Fejlesztok, Uzemeltetbk Vizsgalatot végzok Tamadok
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Felkészultséqg, sikeres tamadasok (GISS 2018)

(i
7/

A sikeres tamaddsok 99%-at ismert, am ki nem javitott L' |

sebezhetdségek tették lehetové I

-allg

A valaszaddk 75% szerint céglik nem rendelkezik megfelel6en
fejlett modszerekkel a sérlilékenységek azonositasahoz
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Mely fenyegetettségek ndvelték legjobban szervezete kockazatat az
elmult 12 hénapban? (GISS 2019)

Cyber attacks to steal financial information (credit card..J— 1204 20%
Phishing | 020/,
Malware (e.g., viruses, worms and Trojan horses) | ————E ()

Fraud  p—— 100 14%

Cyber attacks to disrupt or deface the organization | ——— e 1394

Internal attacks (e.g., by disgruntled employees) |———— 50,6%

Cyber attacks to steal intellectual property or data | —————Ge— 50,
SpaMm  |e——— G0

Natural disasters (storms, flooding, etc.) | 532

Espionage (e.g., by competitors) ﬂ/oz%

0% 5% 10% 15% 20% 25%

Financial services m®Global results
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Kit gondol egy esetleges kibertamadas legvaldszinlibb forrasanak?

(GISS 2019)

Malicious employee

Careless employee

External contractor working on our site
Customer

Supplier

Other business partner
Criminal syndicates
State sponsored attacker
Hacktivists

Lone Wolf hacker

Other

Q

— 12%

15%
0,
21% 2304
gy 9%
0
0,
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T 6%
0
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3%
e T 17%

0
I 11%
0
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11% 13%
0,
8% 9%

-1
0% 5% 10% 15% 20% 25%

H | arge companies Small companies
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Mit kockaztatunk (GISS 2019)

N ——

A legnagyobb kiber A megkérdezett Legértékesebb informaciok

fenyegetettségek szervezetek szervezetek kiberb(in6z6k szamara
szamara

2. Malware (20%) o 17 /O U?Vféligatf}fl ” 2. Pénzligyi informacié (12%)

3. Kibertdmadas (leéllas) (13%) elvesziesetotie 3. Stratégiai tervek (12%)

4. Kibertamadas (pénz) (12%) 4. Dontéshozdi informacio (11%)
5. Fraud (10%) szerint a = 5. Ugyfél jelszavak (11%)

6. Kibertdmadas (szellemi 22% Lg%gggggg&ség a | 2K 6. R&D informdacio (9%)

tulajdon ellopasa) (8%) phising 7. M&A informacio (8%)

7. Spam (6%) 8. Szellemi tulajdon(6%)

8. Belsé tdmadas(5%) Iszeri"t abb 9. Be nem jegyzett szellemi

9. Termeészeti katasztrofa (2%) =R 2% fi?\r;ggggettség 37 tulajdon (5%)

10. Ipari kémkedés (2%) b | ipari kémkedés 10 Beszallitéi informacio (5%)
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Védekezési lehetdségek

Plan and
prepare

Identification Investigation Remediation

Lessons
learned

Identify particularly likely or
especially damaging scenarios
in order to focus initial effort
on higher risk areas

IR should include plans for
development, team creation
and training, and establish
supporting technologies

Regularly test plan/team
(cyber incident simulation)

Detect and identify an incident
Triage, categorize and classify
an incident, and decide on
immediate containment
measures

Establish war room, assemble
IR team, perform a detailed
assessment and formulate
specific plan of action

Confirm roles and
responsibilities and establish
reporting lines and frequency

Determine the steps to be
taken in order to contain the
damage or risk posed by the
incident

Document the containment
plan and, if possible, test
technical containment controls

Deploy the containment
controls and monitor for
effectiveness or adverse
impacts

Identify sources of potential
evidence and preserve or
collect them, as required

Process and analyze evidence
relevant to the incident, and
determine the root cause of
the incident

Report and undertake follow-
on activities to support
litigation, insurance and

regulatory responses

Develop and implement a plan
to remediate the cause of the
incident and return the

organization to a stable state

Document the plans and
controls and, if possible, test
technical remediation methods

Deploy remediation controls
and rebuild systems

Monitor for re-occurrence and
adverse impacts

Finalize IR documentation and
hold closeout lessons learned
meeting

Provide feedback to team
members and update IR plan
with improvements

Make long-term security
improvements to help reduce
the impact of similar incidents
in future
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A fejlesztési problémak az informatikai projektekben jelen vannak

a fejlesztés a tervezettnél dragabban késziil el

a fejlesztés a tervezettnél hosszabb ido alatt késziil el

KOLTSEG MINOSEG

a fejlesztés nem az igényeknek megfelelden késziil el

a fejlesztés eredményterméke rossz mindséqul, nehezen
karbantarthaté lesz

HATARIDO a fejlesztés eredménytermékének hasznalata anyagi karhoz
vezet

a fejlesztés eredményterméke atadasra sem kertl
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Mire érdemes figyelni az IT biztonsag mellett?

MinGségbiztositas

Kiils6/Belsd szabalyzdk

Hibajavitas kéltsége
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Tesztelések

Iparagi sztenderdek

—
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THE RELATIVE COST OF FIXING A FLAW
AT DIFFERENT STAGES OF THE SDLC

5x

1x

15x
10x

30x

Requirements / Coding

Architecture

Integration / System /

Component Acceptance

Testing Testing

Production /
Post-Release
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Integralt kiberbiztonsagi kockazatkezeles - Fokuszteriletek

D | Kiber fékuszu vallalati 6koszisztéma

Stratégia és innovacié

Kockazat fokuszu megkozelités

Agilis, tudas alapu megkozelités

Azonnali reagald képesség és méretezhetdség
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Integralt kiberbiztonsagi kockazatkezelés

1. Kiber fokuszu vallalati 6koszisztéma

Nincs kiveétel Dedikalt dontéshozo Beszerzések
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Integralt kiberbiztonsagi kockazatkezelés

2. Stratégia és innovacié

Kiberbiztonsag Uzleti tervezés szerves része Kiberbiztonsag
fokuszu stratégia

TRENDEK UTMUTATAS



Integralt kiberbiztonsagi kockazatkezelés

- 3. Kockazat fokuszu megkozelités

Biztonsagi trendek
kOvetése

Valds kockazatok
azonositasa

Szabalyzok, ajanlasok
ismerete

<<<P

Tobb réteg védelmi
vonal

TRENDEK

UTMUTATAS




Integralt kiberbiztonsagi kockazatkezelés

- 4. Aqilis, tudas alapu megkdzelités

Bels6 tudasképesség folyamatos fejlesztése

Fokusz a kritikus eszkozok védelmére
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Integralt kiberbiztonsagi kockazatkezelés

- 5. Azonnali reagald képesség és méretezhetdség

Azonnali reagald képesség

Skalazhato rendszerkialakitas
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Az EY globalis informaciobiztonsagi felmérése szerint
(GISS) a valaszaddk kevesebb, mint 14% -a gondolja,
hogy informaciobiztonsagi funkcidjuk teljes
mértékben megfelel szervezeti igényeiknek.

Mihaly Zala
Mobile: +36 20 925 3020
Email: Mihaly.Zala@hu.ey.com

Associate Partner | Cybersecurity, Technology Risk and Technology Consulting

Ernst & Young Tandcsado Kft.

P>

KOszonodm a figyelmet!

EY

Building a better
working world



mailto:Mihály.Zala@hu.ey.com

