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A funkcionalis
komplexitas kihivasai
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A funkcionalis komplexitas kihivasai - valasz

A régi jo FCAPS model
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Az adatsebesség-novekedeés kihivasai

«
e 100Gbit/s Ethernet: uzenetek 6.7ns-onként

e 10 ms alatt milliés nagysagrendi Uzenet-darabszam

e Mit tehetunk nagy adatslrisegu adatkozpontban, IPX-ben?

e Specialis hardware-kovetelmények
- Helyben (a NIC-en) torténd el6-feldolgozas
- FPGA-alapu gyorsitas
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Példa Hit-and-Run DDoS tamadasra
— €s ms-nagysagrendu kisziirésére
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Példa: mennyi tamado-forgalom jut at vegul...?
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Gyors tamadas-sorozatok kiszliréese
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Zero-Touch Provisioning — Halézati eszkozok

- 0000000000001
e Egy régi alom valik valora (?)

e One-touch provisioning
— Csak elinditani kell...

e Zero-touch provisioning
— Csak aramot kell neki adni... Cloud Based Management
— Felismeri a halozatot ~
- ,Megszerzi” a sajat konfiguraciojat
- ,Felkonfiguralja” onmagat
— Elindul az uj konfiguracioval
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A Mesterséges Intelligencia alkalmazasai

a halézat-menedzsmentben...
& 6 #///#¥///

e Néhany példa a kozelmultbadl...

Intrusion Detection System by Autoencoders
IDS by Edge Machine Learning

Traffic Modeling by Generative Adversarial Neural
Networks

Data Clustring by Sparse Autoencoders
Predicting RTT-distributions by ML
Real-Time Traffic Generation for 5G powered by ML

NFV Resource Allocation with Deep Reinforcement
Learning

Learning NFV Deployment Models
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Deep Learning alkalmazas-példak

a’la FCAPS
]

DEEP LEARNING APPLICATION EXAMPLES OF FCAPS TASKS IN THE MOBILE TELECOMMUNICATIONS DOMAIN

Management area Prediction Anomaly Detection Clustering or Classification
Fault Prediction: Fault Detection; .
Fault management - , Alarm Correlation
Automated Mitigation Root Cause Analysis
Resource Optimization Realizing similarities
Configuration management (SDN. Base Station power adjustment, Configuration pattern recognition or differences
Cloud resource allocation) in node configs
) Churn prediction; ) Traffic characterization;
Accounting management . o o Misuse or Fraud )
Service utilization prediction Usage profiling
Utilization prediction Detecting under- or Resource Planning
Performance management (feeding Config. mgmt.) over-utilization of segments QoS and QoE correlation

Detection of suspicious activities
DDoS Detection

Security management Intrusion Prevention Intrusion Detection
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Esettanulmany: hiba-predikcio

a hivasfelepités szakasz-kesleltetései alapjan
]

e Ceél: VOLTE hivasfelépitési hiba-gocok el6rejelzese
e Megtanulni a korrelaciot a halézati csomopontok
kesleltetesei es a kovetkez0 id0szak hibai kozott

e Megmutatni ,idGjaras-jelentesi” elorejelzést — merrefelé
varjunk miféle hiba-viharokat

it 1 1cscr H S-CSCFJ

“. | cscF

SGW H pow <SG C {P-CSCF} IMS

[
Y g
+
v B
-
A
. S
N ,
v -
A -
. -
N L
. =T
Sul i - -
e LT Tl e

A halozat- és szolgaltatasmenedzsment legujabb
iranyai Varga Pal




Adat
T "/

e 64,538,731 bejegyzes Minden ,,hop” bemend bejegyzése:
e 38,051,225 session az * Timestamp,

adatsorban. Az egy-elem * Source IP,

session-ok eldobasra keriiltek. ~ * Destination IP,

27,065,354 ilyen volt; eldobasuk * ¢>/D
utan « Status code of the response message

to the INVITE.

e 37,473,377 bejegyzeés es
e 10,985,871 session maradt.
e Az id6kulonbség minden

kommunikacios Iépésben,

minden session-ra kiszamolasra

kerult. Az els6 elemek eldobva.
e Eredmény: 26,487,506

bejegyzés.
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‘ Példa emenet:
time-steps (60), feaures (5), category pairs (10)
7

Features: mean, standard deviation, minimum,
maximum and median of time differences

Melegebb
szinek:
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Sotétebbek:
alacsonyabb.
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Conv2D Conv2D

Conv2D Conv2D Conv2D

MaxPooling2D MaxPooling2D MaxPooling2D

Conv2D Conv2D

Conv2D

Dropout Dropout

Dropout

MaxPooling2D MaxPooling2D MaxPooling2D

Az alkalmazott
deep convolutional —
neural network o
architektura
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‘ Ground truth (blue) and predictions on test dataset (red)
of the # of errors in the next time step for each node
category pairs (1 sec. resampling)
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-
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