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Our society heavily depends on various interdependent Critical Infrastructures (CIs), where their disruptions may result
in significant consequences for the society as a whole. Therefore, their dependability is a main concern to both governments
and citizens. Information plays a key role in the coordination, cooperation, and collaboration of interdependent activities of CIs.
In this context, such information should be of proper quality in order to guarantee a proper interdependency among CIs.
As an increasing number of researchers are dealing with CIs as a System of Systems (SoS), we adopt our conceptual model for
analyzing Information Quality (IQ) for SoS and apply it to the case CIs. We illustrate the applicability of the model for analyzing
IQ for CIs by applying it to a realistic example concerning a cooperative road infrastructure system for driver overtaking assistance.

1. Introduction
Nowadays, our society depends heavily on various infrastructures such as electricity grids, telecommunications,
oil and gas pipelines, transportation, banking and finance,
emergency and government services, agriculture systems etc. [1,2]. Some of these infrastructures such as
transportation, electrical distribution, water supply, and
telecommunications systems provide essential services
to our society, therefore and due to their importance they
are often characterized as Critical Infrastructures (CIs)
[2]. More specifically, CIs are those systems that are so
vital to citizens and economy, where their disruptions
may result in significant consequences for the society
as a whole [2]. For example, the transportation infrastructure is of crucial importance for any country, where the
majority of the population depends on its facilities on a
daily basis [3].
The proper functioning (dependability) of CIs is always
a main concern to both governments and citizens. The
importance of CI dependability has been highlighted by
many researchers [4], and it has also emerged out by
several events (e.g., Galaxy 4 failure [1], Hurricane Sandy
[5]). However, current CIs do not operate in isolation [4],
they are highly interconnected and interdependent in
complex ways [1,4], where such interdependencies can
be physical, cyber, geographical, or even logical [1]. This
makes maintaining their dependability even harder since
a failure in one CI may propagate to other CIs [1], and potentially resulting in cascading effects that impact all aspects of society [4,5]. Recent disasters, such as the Fukushima earthquake and the Hurricane Sandy, have demonstrated the significant consequences of CIs failure [5].
Information plays a key role in the coordination, cooperation, and collaboration of the interdependent activiLXXIII. ÉVFOLYAM, 2018

ties of CIs. Therefore, such information should be of proper
quality in order to guarantee a proper interdependency
among CIs [2]. On the other hand, increasing number of
researchers are refereeing to CIs as a System of systems
(SoS), whose function depends on the performance of
individual complex systems [1,6]. The role of information
in integrating the systems of SoS has been discussed
by several researchers (e.g., [7]), but they did not consider the quality of such information. This leaves the system open to depending on inaccurate, incomplete, inconsistent, invalid, untrustworthy information, which may result in undesirable outcome or it may even lead an overall SoS failure [8]. To this end, we adopt our conceptual
model for analyzing Information Quality (IQ) for SoS, and
we illustrate its applicability for analyzing IQ for CIs.
The rest of this paper is organized as follows. Section 2 describes a motivating example. In Section 3 we
discuss our conceptual model for analyzing IQ for SoS,
and we illustrate its applicability for analyzing IQ for CIs
in Section 4. Finally, we conclude in Section 5.

2. Motivating example: cooperative
driver overtaking assistance
Our example concerns a cooperative road infrastructure system that aims at supporting drivers while overtaking on two-lane roads. Overtaking on two-lane roads
is a difficult driving task, and relatively high number of
traffic fatalities (35-50%) are directly related to passing/
overtaking maneuvers [9]. Therefore, a system that is
able to assist drivers to avoid takeover-related accidents is required. However, it is not easy to design such
complex system with stand-alone solutions [10]. Thus,
a cooperative road infrastructure system is required,
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where road surface based units, vehicles, and other road
infrastructure cooperate to solve this problem [10]. The
proposed system is based on existing literature [9,10],
and its main components can be classified under:
• Road Marking Units (RMUs) are integrated into
road infrastructure, and they collect and disseminate information that assists drivers to avoid
takeover-related accidents.
• Drivers/vehicles aim to reach their destinations
safely, which implies avoiding takeover-related
accidents.
While for communication channels in the system, we
differentiate between two types:
1. Direct channels:
– RMUs-to-RMUs (Infrastructure-to-Infrastructure/I2I):
allows RMUs to communicate with one another
to exchange information.
– RMUs-to-Vehicle (Infrastructure-to-Vehicle/I2V):
allows RMUs to communicate with vehicles.
2. Indirect channels (stigmergic channels [8]):
– Vehicle-to-Vehicle/V2V:
allows vehicles/drivers to collect (sense)
information (e.g., location, direction etc.) about
other vehicles.
– Vehicle-to-RMUs/V2I:
allows RMUs to collect information about
passing vehicles.
Figure 1 shows a partial diagram of the system in terms
of its main components along with their direct and indirect communication channels.

3. A conceptual model for
analyzing Information Quality
for System of Systems
IQ refers to how well information meets the requirements of its consumers, which can be analyzed through
various IQ dimensions [11]. Several models for analyzing IQ based on its different dimensions have been proposed in the literature (e.g., [11,12]). However, none of
Figure 1.
A partial diagram of the cooperative assistance system
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them consider information that is exchanged through
stigmergic channels, which make them inappropriate
for analyzing IQ for SoS. To tackle this problem, we have
proposed a conceptual model specialized for analyzing
IQ for SoSs in terms of four core IQ dimensions [8],
namely accuracy, completeness, timeliness and consistency. In this model, the real world is made up of things,
where each thing has a state that has a set of state variables. Things can be represented in Information System
(IS) by information objects, and each of them has a set
of produced information. A couple of a state variable
and a produced information that represent it are called
a corresponding couple, and the value of each p r oduced information should reflect the value of its corresponding state variables.
A SoS integrates a number of Constituent Systems
(CSs), which can be either intentional or unintentional
CSs. A CS can produce information (produced information) by acquiring its value from its corresponding state
variable. While Intentional CSs can create information
(created information). A CS can send/receive messages
that contain information by relying on message interface, which transmits messages depending on a channel. Moreover, a CS can perform activities that can be
either Intentional or Unintentional communicative activity, where the first are performed with the intention of
changing a state of a thing to convey a message, and the
last are not performed to communicate any information.
In this model, we analyzed the accuracy of produced
information by comparing its value with the value of its
corresponding state variable. While the accuracy of
created information is analyzed based on the trustworthiness of its (i) source (trusted, distrusted, or unclassified CSs), (ii) the type of activity that produces such
information (legitimate, suspicious, or malicious), and (iii)
information content (safe, potentially harmful, or harmful).
Moreover, we analyzed the completeness of information depending on: 1. Value completeness, information
is value complete if it has been transmitted through an
integrity-preserving channel, otherwise it might not be.
2. Purpose of use completeness, information item should
have all its parts for performing a specific activity. This
analysis can be performed depending on three concepts, namely part_of, purpose of use and
relevant_to.
For analyzing the timeliness of produced information, we compare its volatility with the real volatility of its corresponding state variable, and information is valid
if they are close enough, and otherwise, it
is out-dated. While created information
timeliness is analyzed by comparing its
use-time with its validity time, if its usetime is less than its validity time, information is valid, otherwise, it is not. Finally,
we analyzed information consistency depending on several concepts such as i nterdependent activities that are activities
belong to the same activity type, and per-
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Figure 2. A partial diagram of the cooperative overtaking assistance system with the critical zones

formed in the same Sphere of Action (SoA), which is a
partial part of the domain. While CSs who are performing
interdependent activities are called interdependent CSs,
and inconsistency result from providing/updating information used by interdependent CSs with different delay
time/update rate.

4. Illustrating the applicability of
our model for analyzing IQ for CIs
In this section, we illustrate the applicability of our conceptual model for analyzing IQ for CIs. According to
Birk et al. [10], overtaking in two-lane roads consists of
four main phases: (i) the driver estimates the possibility of safely overtaking a lead vehicle, (ii) the driver initiates the overtaking, (iii) the driver passes the lead
vehicle in the opposite lane, and (iv) the overtaking is
completed by changing the lane back into the original
lane of the vehicle. Taking these four phases of an overtake in mind, vehicles can be in one of three main areas:
(i) safe area (green), the vehicle is safe with respect to
any danger that might result from an overtake; (ii) warning area (orange), the vehicle can be in danger due to
an overtake in process; and (iii) danger area (red), the
vehicle can be in an imminent danger due to an overtake in process. Figure 2 shows a partial diagram of the
system along with the different critical zones.
Now let us consider for example a driver named Paolo,
who is driving on two-lane road and aims to reach his
destination safely. In order to „avoid takeover-related
collision”, Paolo needs to depend on takeover-related
information, which can be obtained either from nearby
RMUs 1 (a trusted source) or other vehicles (untrusted
source since they may disseminate false information
[8]) using the same route. In this context, Paolo needs
to depend on RMUs for acquiring accurate takeoverrelated information, since RMUs are classified as trusted

CSs for such information, the activities that produce such
information is legitimate, and the information content is
safe.
On the other hand, in order to provide complete takeover-related information, RMUs need to depend on adjacent RMUs for information about incoming vehicles on
the same lane, and on nearby RMUs that is located on
the other side of the road. More specifically, such information is relevant_to the purpose of Paolo’s activity
(e.g., „avoid takeover-related collision”). Therefore, both
of them are considered as sub-parts (part_of) of the takeover-related information, i.e., if any of them were not
made available to Paolo, the takeover-related information will be considered incomplete for the purpose of
use.
In order to avoid depending on invalid (out-dated) information, information should be updated with respect
to the position and speed of the car, i.e., the driver should
be notified within a period that enables him/her to take
the right action to avoid an imminent accident. In other
words, RMUs need to update the value of the takeoverrelated information among each other along with passing vehicles taking into consideration the volatility of
the value of its corresponding state variables, i.e., the
position and speed of subject vehicles. Note that different areas (green, orange, or red) have different timeliness updating requirements depending on their criticality.
Finally, to guarantee that vehicles will coordinate their
activities appropriately in the subject area (e.g., takeover), they need to depend on consistent information.
For example, when Paolo (or another driver of the opposite lane) starts initiating a takeover, RMUs should start
notifying all vehicles trying to “avoid takeover-related
collision” (interdependent activities) in the subject area
(SoA), and this information should be consistent among
all of these vehicles (interdependent CSs) in order to avoid
a possible collision.

1 Note that RMUs depends also on both electrical and communication infrastructures, but to simplify the scenario we will mainly focus
on the different interdependencies among RMUs and vehicles.
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5. Summary
In this paper, we advocated that IQ plays a key role in
the performance of interdependent CIs. Moreover, we
presented a conceptual model for analyzing IQ for SoS
in terms of the four core IQ dimensions, and we illustrated its applicability for analyzing IQ for CIs by applying it to a realistic example, namely cooperative road
infrastructure system for driver overtaking assistance.
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